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1. OEJIX U 3AJAYU OCBOEHUSA JTUCIUAIIJIMHBI

HMucuunmuna «MHpopmanonHass 0e30MacHOCTb»  IOCBSIIEHA M3YyYEHUIO OCHOB
nH(popMalmoHHON Oe3onmacHocTu. PaccmarpuBaroTcs OCHOBHBIE MOHATHS HH(OpMaIlMOHHON
0e3omacHOCTH, CTpPyKTypa Mep B obOnacté UWH(POPMAMOHHONH O€30MacHOCTH, KpPaTKO
OIKCHIBAIOTCS MEPhI 3aKOHOAATEIHHOr0, aJIMUHUCTPATUBHOIO, MPOIETYPHOTO U MPOrpaMMHO -
TEXHUYECKOr0o ypoBHeH. WM3mararorcss B3rabl Ha WHGOpPMAIUIO, KaK OOBEKT 3alIUTHI C
BBIJIEJICHHEM XapaKTEpHBIX CBOWCTB 3aluiaeMoi nHdopmanuu. PaccMaTpuBaloTcst BUABI yTpo3
nH(OPMAIIMOHHOM 0€30MacHOCTH; METOJbl U CPEACTBAa OOpHOBI C yrpozaMu HH(POpPMaLXOHHON
0e30MacHOCTH; TOHSATHE TOJUTUKA  OE30MAaCHOCTH, CYUISCTBYIOIIUE THUIBI  MOJUTHK
0e30macHOCTH; JAEHCTBYIOIIME CTaHAApThl WH(POPMAIIMOHHOH O€30macHOCTH; HOPMAaTHBHBIE
PYKOBOZSIINE TOKYMEHTHI.

Heap gucuuminHbl — (GopMUpOBaHHWE y OYAYHIMX CIICHHAIUCTOB W PyKOBOIUTEICH
CHUCTEMHBIX 3HaHMH MO mpobdiieMe oOecrnedyeHus KOMIUIEKCHOM 3aluThl HMH(OPMAIIMOHHBIX
pECYpCcCOB U YIpaBICHHIO HHQOPMAIMOHHBIMU PHCKAMH, a TaKXKe MPAKTUYECKUX HABBIKOB
Oe3omacHoOi paboTh B MH()OPMAITMOHHBIX CHCTEMAX.

3amaum TUCHUNIUHBI

— ¢opMHpOBaHUE CHCTEMHBIX IMPENCTaBICHUH 00 YMpaBieHWU HH(OPMAIMOHHBIMH
pHCKaMH;

— U3yyeHHEe METOJOB U CpPEACTB KOMIUJIEKCHOW 3aumuThl HHpOpManmuu B
WH(POPMAIIMOHHBIX CHUCTEMaxX KOMMEPYECKHX MPEANPUATHNH U TOCYIapCTBEHHBIX
YUPEKACHUM;

— ¢opmupoBaHUE MPaKTHYECKUX HaBBIKOB aHanm3a 3aIlUIICHHOCTH
WH(OPMAITMOHHBIX CHCTEM, HCIIOJNIB30BAHUS BCTPOCHHBIX BO3MOkHOcTel OC, MS
Office, bpannmayspa Windows, Internet Explorer, a Taxke aHTUBHPYCHBIX U
KpunTorpaduyeckux CpeAcTB sl obecnedeHus: 6e30nacHOCTH HHGOPMaIINH;

— TIONY4YeHHE TEOPETUYECKUX 3HAHWM W MPAKTUYECKUX HABBIKOB MPH PEIICHUH
TUTIOBBIX 3aJ1a4 110 00ecredeHnto HH(HOPMAIIMOHHON 0e30MacHOCTH;

— u3ydyeHHe mpoOsieM 3au|Thl HHPOPMAIMM, CTOAIIMX Tepel] COBPEMEHHOM
BBIUMCIUTEIHON TEXHUKOW;

— (¢opMHpOBaHNE HABBIKOB UCIIOIB30BAHUS MMOJTYYCHHBIX 3HAHHUN IS MPABUIBHOTO
BbIOOpa pelleHuid Ipu pa3padoTke KpUNTorpauyeckux, OpraHU3alMOHHBIX,
TEXHUYECKUX CPEIICTB 3aIIUTHI MH(HOpMaLUK.

B pesynbrate u3ydeHus Kypca CTYISHTHl JOJDKHBI O3HAKOMHUTBCS C METOAUKOW U
UHCTPYMEHTAMHU IOCTPOEHHS] KOMIUIEKCHOW, SIUISTOHMPOBAHHOW CHUCTEMBbI HH(OpPMAIMOHHON
6e3omacHocTd. To ecTh, OUCHUIUIMHA HAMpaBieHa Ha M3y4YeHHE OCHOBHBIX TEOPETUYECKUX
MOJIOKEHUH U METOA0B, (OopMHUpOBaHWE YMEHHUH W TPUBUTHEC HABBIKOB IPUMEHECHUS
TEOPETUYECKUX 3HAHUM IS pEIIeHUs IPUKIIAIHbIX 33/1a4, a TAK)KE pa3BUTHE HOBBIX MOJIXOA0B K
obecreyeHnto NHHOPMaMOHHON 6€3011acHOCTH B c(hepe SIKOHOMUKH.

1. MECTO JUCIIMIIVIMHBI B CTPYKTYPE OIIOII

HucrumrHa «HMHopMarimonHas 0e30MacHOCTh» MPUHAJISKUT 005S3aTEeIbHOM YacTh
brmoka bl «/luciumimasl  (MOIY/IM)» OCHOBHOH mpodeccHoHalbHONW 00pa30BaTeIIbHOM
nporpammbl (OITOIT). OHa sBisieTCs OJHOW M3 OCHOBOIOJATAMOIINX JUCIUIUIMH B CHCTEME
MOJITOTOBKY crienuanucta no HanpasieHuto 38.05.01 «Oxonomuueckas 6e3onacHocTh». Bmecrte
C APYTUMH KypcaMH, TOCBSIIEHHBIMH TpeHJaM TpaHC(POpMaIlMid COBPEMEHHON SKOHOMHKH,
mucruiuinHa « MTHpopMannonHas 0e30MacHOCTh)» COCTABIISIET OCHOBY 00pa30BaHUs CIICIIHAIICTA
B uactu OIIOIl, kacaromeiics COBpPEMEHHBIX TEHICHIIMH CTAHOBJIEHUS U  PAa3BUTHUA
nHpopMamoHHoro odmecrsa. OHa OXBATHIBACT IIMPOKHHA KPYT MPOOJIEM U MTOATOMY CBSI3aHA CO
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MHOTMMHU JMCUUIUIMHAMH, KOTOpbI€ IPENOJal0T B paMKaX M3Yy4EeHHUS COBPEMEHHBIX
MH(OPMALIMOHHBIX TEXHOJOTMH, T.K. €€ LeJdb — MOJyYeHUE CTYJCHTOM 3HAHUM, YMEHUU U
HaBBIKOB oOecriedeHus nHpopMannoHHon 0e3onacHoctu. [{udposas Tpanchopmanus momoraer
HE [IPOCTO CJI€A0BATh TEHACHIIUU, HO M SKOHOMUTb BpeMsi, IEHbI'H, PECYPChI, TO €CTh OCTaBAThCS
KOHKYPEHTOCTIOCOOHBIMU.  COBpEeMEHHbIE KOMMYHMKAI[MOHHBIE TEXHOJOTMM  IIOMOIaroT
peanm3oBaTh MHUPOKUNA HaOOp OM3HEC-TPOIECCOB MPEANPUSTHN U OpraHU3alUNA Pa3TUYHBIX
BUJIOB JIESTEILHOCTH, Pa3MEpOB U OPraHU3alMOHHO-TPAaBOBBIX ¢opMm. OOImMe TEeHIEHIUU
nH(pOpMaTH3alMd SKOHOMHUKH TaKOBBI, YTO HH(OpPMAIMOHHBIE CHCTEMBI, O00ECHeYHBAIOLIHE
B3aUMOJICHCTBUE MPEANPUATUS C APYTUMU CyObEKTaMH XO3SMCTBEHHOH NESATENbHOCTH, M HUX
peaimzanisg Ha MHUKpPOYPOBHE CTaHOBSATCS HEpa3pbIBHBIMM, MO3TOMY TpeOOBaHHUS K YpPOBHIO
MOJIFOTOBKM SKOHOMHUCTA B 00J1aCTH MH()OPMALIMOHHON O€30MaCHOCTH MOCTOSHHO MOBBIIIAIOTCS.
WNudopmanmonHas 0e€30MacHOCTh SIBIISCTCS BAKHEWIIEH COCTABIIONICH YacThiO OOl
MHTErpaJIbHOM WM KOMIUIEKCHOM 0€30MacHOCTH, NpUYeM Ha JI0OOM BO3MOXXHOM YpOBHE
paccMOTpPEHUsT — HAlMOHAJIBHOM, pErMOHAJIbHOM, OTpPAclIe€BOM, KOPHOPAaTMBHOM U Jaxke
nepcoHasibHOM. Ilpu sToM wuHQopmanmoHHas OGe3omacHOCTh, o0O0Jazaer crenudpuyeckon
oco0eHHOCTbIO0. Ilpn aHanmm3e HEOOXOAMMO YYUTHIBATh, YTO CEPBUCHI 3allUThl MH(pOpMALUU
SIBJIIIOTCS. HEOThEMJIEMON 4acThi0 MH(POPMAIIMOHHBIX TEXHOJIOIHH, KOTOPbIE B HACTOSIIEE BpeMs
pa3BHUBAIOTCA JlOCelie HEBUJAHHBIMU Temnamu. YToObl He OTCTaBaThb OT TEXHUYECKOrO
nporpecca, He0OOXOAMMO HE IMPOCTO BHEAPUTH HEKOTOPBIE TOTOBBIE MHCTPYMEHTHI B cdepe
MH(POPMAIIMOHHON O€30MacHOCTH, a pa3paboTaTh METOAOJOTHI0 M€HEpallMd HOBBIX PEIIeHMH,
OTBEYAIOILINX COBPEMEHHOMY COCTOSIHUIO JIeJI, @ B Hjieaje — paboTaloIuX Ha MEePCIEKTUBY.

B pamkax QUCHMIUIMHBI U3Y4arOTCsl OCHOBHBIE HAIIPaBJICHUS Pa3BUTHUS COBPEMEHHBIX
MH(OPMAILIMOHHBIX TEXHOJNOTUH M oOecredeHuss O0e30MacHOCTH HH(POPMALMOHHBIX CHCTEM.
HIudp nucuumumzel B pabouem yueOHoM maHe - 51.0.51.

JIMCIUIUIMHA YUTaeTCs B 9-0M ceMecTpe CTyJeHTaM S5-To Kypca ouHOW (popMbl 00ydeHus
u 6a3upyercst Ha OT/EJIbHBIX KOMIIOHEHTaX KOMIIETEeHIIUH, COPMUPOBAHHBIX Y 00yJaIOLIUXCS B
XO0J1€ U3y4YEHHsI IPEIISCTBYIONMX y4EeOHBIX M CIUIUINH Y4eOHOr o IJIaHa.

IIpepexkBu3uThbl. JlMCUUIIIMHA pacCYUTaHa HA CTYACHTOB, MMEIOIIMX MOATOTOBKY IO
MPEIIeCTBYIOIMM  KypcaM, Kacaloolmuxcs WHGOPMATHKH, BBIYUCIUTEILHOW  TEXHHKH,
CTaTUCTUKHU, anreOpbpl U TEOPUH YHUCEN, TEOPHH BeposTHOCTU. OOydaromuecs JOLKHBI UMETh
NOATOTOBKY (3HAaHWS, yMEHHS, HABBIKM W KOMIICTGHIMH) B oOjacth WH(OpMATHKH,
MH(POPMALIMOHHBIX TEXHOJOTUH U CHCTEM, TJI00ATbHBIX CETeH, OpraHu3aluy U HHPPACTPYKTYPhI
MPEANPUHUMATEIbCKON JEATENbHOCTH, IPOU3BOACTBEHHBIX M Ou3Hec-mipoueccoB. I[lomumo
3TOr0, JUIsl YCHEIIHOTO OCBOGHHS JAHHOTO Kypca CTYIEHT JOJDKEeH HMEThb HaBbIK
CaMOCTOSITENIbHOI paboThl ¢ pa3IWYHBIMM HUCTOYHMKAMU HMH(pOpMalUU (MHTEpHET, MedaTHbIE
U3aHUA), YMEHHeM 000011aTh HHPOPMALHIO, OJIYYEHHYIO U3 pa3HbIX MCTOYHHKOB, YMEHHUEM
IIPEJCTaBIIATh Pe3yJIbTaThl CBOMX HccienoBaHuil. Kpome aToro, nsyuenue kypca 6asupyercs Ha
KOMIIETEHLIUSX, CPOPMHUPOBAHHBIX Y O0yUaOLIMXCSI B IPOLIECCE U3YUYEHUS TUCLIUIIINH:

ouHas (popma oOydeHUS —
— Maremaruka (OITK-2; OIIK-3; OITK-6).

IocTpexkBu3uThl. 3HAHMS, HAaBBIKK W YMEHMSA, IPHOOpPETEHHbIE B pe3yJbTare
MIPOXOXKAEHUsI Kypca, OyAayT BocTpeOOBaHbI MpPHU MPOXOKICHUM NPEIAUIUIOMHON IMPaKTUKH,
3aIUTE BHITYCKHOW KBaMM(pHUKALMOHHON paboThl, BKIIIOYAs MOJATOTOBKY K MPOLIEype 3allUThl U
MIPOLEAYPY 3ALUTHI.

2. IEPEYEHD IINIAHUPYEMBIX PE3YJIbTATOB OBYYEHMUS 110 IUCHUIIJIMHE
MOAVYJIIO), COOTHECEHHBIX C INTAHUPYEMBIMMU PE3YJIbTATAMHU
OCBOEHMUA OITOII

[Iportecc w3ydeHWs TUCHUIUIMHBI HampaBieH Ha (HOPMHpPOBAHHE CIEIYIOIIUX
KOMIIETECHIIUN
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— Cnocoben ucnonv3osamo COBPEMEHHbLE MHd)OpMaL;MOHHble mexHoJjocuu U

npozpammiuble cpeocmea npu peuenuu npogeccuonanvivix 3aday. (OIK-6).

Kon ®opMyJIHPOBKA NHankaTopbl 10CTHKEHUS KOMIIETEHIIUN

KOMIIeTEeHIIUH KOMIIETEHIIUH

OIIK-6 Cnocoben 3HAMb:
UCIIOJIb30BaTh - THUNOBBIE LU(POBBIE TEXHOJOTUU TPOBEIACHUS
COBpEMEHHbBIE aHanM3a U pa3paboTKU YIPaBJICHYECKUX PEUICHUN B
UH(GOpPMAIMOHHBIE chepe nH(OpMaMOHHON 0e301acHOCTH
TEXHOJIOTHH U OpraHu3allvy;
IpOrpaMMHbIE - OCHOBHbIE MTOHATHSA MH(pOPMaLlMOHHON
CpencTBa npu 0€30MacHOCTH.
peuieHnn - OCHOBHBIE YIpo3bl M CHOCOOBI KJacCH(pHUKALUU
npo(ecCHOHANBHBIX | YTPO3 HHPOPMALIMOHHON 6€30MaCHOCTH
3a1a4 ymemu:

- ICIIOJIb30BaTh Oe30MacHble HHPOPMALIMOHHBIE
TEXHOJIOTMH B CBOEH NnpodeccuoHanbHON
NeATeNbHOCTH,

- (hopmupoBaTh HHYOPMALIMOHHYIO 0a3y A
pa3paboTku peuieHuil B chepe nHGpopManoHHON
0€3011acCHOCTH OpraHU3alUH.

- aHAJIM3UPOBATh HH(POPMALIMOHHYIO O€30MaCHOCTh
MHOT'OII0JIb30BATEIbCKUX CUCTEM

enademu:

- HaBbIKaMu oOecriedeHus: Oe30macHoil padoThl Ha
KOMIIBIOTEPE;

- HaBbIKaMU 0€30I1acHOro Moucka nHpopMauu B
ro0anpHON HH(OpPMAIMOHHON ceT VIHTepHET.

- MeTo/IaMu o0ecnedeHus NHHOPMAIMOHHOM
0€30MacHOCTH KU3HEHHOTO ITHKJIA
WH(OPMAIMOHHOTO KOHTEHTA MTPEIIPUITUS U
WuTepHer-pecypcos.

3. OBBEM JUCHUIIJIMHBI
4.1. O0beM THCHUILIMHBI B 3a4eTHBIX equHuIAax (Bcero) — 3 3ET.

4.2. O0beM THCHUIJIMHBI M0 BUIaM y4eOHOH padoTsl (B yacax): 108.

KosunuecTBo yacoB (popma 00yueHunsi — 0uUHas)
Bup yueOHoii padoTsl Bcero no B T.4. [10 ceMecTpam
IUIAHY 6 7 8 9
1 2 3 4 5 6
KonrakTHas pabora 54 - - - 54
00y4JaroIMXCsl C MpernoaBaTeIeM
B COOTBETCTBUH C YII
AyaUTOpHBIE 3aHATHUS:
® JIEKIUU 18 - - - 18
® CEMMHApBI M IPAKTHYECKUE 36 - - - 36
3aHATUS
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e jabopaTtopHbie paboTHI, - - -
MPAKTHKYMBI
CamocrosiTenbHas paboTa 54 - - - 54
®dopma TeKyIero KOHTPOs TECTHPOBA- - - - TECTHPOBA-
3HAHUHI U KOHTPOJIA HUE; HUE;
CaMOCTOSITEJIbHON PabOoTHI: pedepat pedepat
TECTUPOBaHUE, KOHTP. padoTa,
KOJUTOKBUYM, pedepat u ap. (He
MeHee 2 BUIOB)
KypcoBas paboTta - - - - -
Buzasl npomexyTouHOM 3auer - - - 3ayer
aTTeCcTalnu (9K3aMeH, 3a4€eT)
Bcero yacoB mo qucHuIIinHe 108 - - - 108
KosauvecTBo yacoB (popma 00yueHusi — 3a04HaA)
Bua yueOHoii padoThl Bcero no B T.4. 10 CEMeCTPaM
IUIAHY 2 g 4 5
1 2 3 4 5 6
KonrakTtHas paborta 12/12* - - 12/12* -
00yJaroumxcs ¢ mpernoiaBaTesneM
B COOTBETCTBUU C YII
AyIUTOpHBIC 3aHATHSA: -
e JIEKLUU 4/4* - - 4/4* -
® CEMHHApBI M IIPAKTHYECKUE 8/4* - - 8/4* -
3aHSATHUS
e jabopaTtopHbie paboTHI, - - -
MPAKTHKYMBI
CamocrosiTenbHas paboTa 92 - - 92 -
®dopma TeKyIero KOHTPOs TECTHPOBA- - - TECTHPOBA- -
3HAHWUW U KOHTPOJIS HUE, HUE;
CaMOCTOSITEJIbHON PabOTHI: pedepat pedepar
TECTUPOBAHUE, KOHTP. paboTa,
KOJUIOKBHYM, pedepat u 1p. (He
MeHee 2 BUIOB)
KypcoBas paboTta - - - - -
Buasl npomexxyTouHOM 3ayer - - 3auer -
aTTecTaliu (9K3aMEH, 3a4€eT) (4/4%) (4/4%)
Bcero yacoB nmo AuCHUILINHE 108 - - 108 -

*KommuectBo uvacoB pabotsl IIIIC ¢ oOydarommMmucs B JUCTaHIMOHHOM (opmare ¢ HpUMEHEHHEM

9JIEKTPOHHOTO O0y4YEeHUS

4.3. ConpepxaHue THCHHILUIMHBI (MoayJsi). PacnpenesieHue 4acoB Mo TeMaM u
BH/JIaM y4e0OHOI padoThI:

dopma 00ydeHHUs — ouHas

Ha3Banue pa3ngenoB u tem | Beero

Buasbl yueOHbIX 3aHATHI

AyIuTOpHBIC 3AHATHS 3ansaTns B
Camocro-

NPaKTH- | Jabopa- | HHTEpPaK-
., |[ATeJbHAs

JICKIIMH | YeCKHe | TOPHbIe | THBHOM
padora

3aHATHS, | padoTsl, | dopme

®opma
TeKylIero
KOHTPOJIsI

3HAHMH

®opma A

Crpannna 5 u3 29




MuHHCTEPCTBO HAYKH U BICIIETO 0Opa3oBanust PO
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CeMHUHA- | MPAKTH-
pbl KYMBI
1 2 3 4 5 6 7 8
1. Beenenue B TECTHPO-
nH(}OpPMAITMOHHYIO 29 4 8 10 BaHUE,
0€30IMMacHOCTb. 3aIura
pedepara
2. Ob6ecnieuenne TECTUPO-
nH(pOpMaITMOHHON BAHUE,
0€301acHOCTH Ha 12 2 10 3alIuTa
3aKOHO/IATENEHOM pedepara
YpOBHE.
3. ObecnieueHue TECTUPO-
uH(popMaIIMOHHOMN BaHMUe,
0e3011acHOCTH Ha 14 4 10 3aIuTa
aJIMUHUCTPATUBHOM pedepara
YpOBHE.
4. ObecricueHue TECTHPO-
nH(pOpMaIMOHHOMN 14 4 10 BaHUE,
0€30I1aCHOCTH Ha 3aIuTa
TIPOIIElyPHOM YPOBHE. pedepara
5. [IporpammuoO- TECTUPO-
TEXHUYECKHE CPENICTBA BaHMe,
obecrieueHUs 46 4 28 14 3alinTa
nH(pOopMaIMOHHON pedepara
0€30MacCHOCTH.
3auem no oucyuniune - - - - - - -
NTOT'O: 108 18 36 54 -
®dopma 00ydeHUsI — 3a0UHAs
Buabl yueOHBIX 3aHATHH
AyIUTOpPHBbIE 3aHATHUS Dopma
NpaKTH- | jJadopa- | 3aHATHA B
Ha3zBanmue pa3nesioB u TeM | Beero YeCcKHe | TOpHble | HHTepaK- Camocro-| TeKymero
. |fAATeJIbHAas| KOHTPOJIs
JIEKIMH | 3aHSITHS, | pa0OThI, | THBHOM patora | smammi
CeMHUHA- | MPAaKTH- | (opme
pbl KYMBI
1 2 3 4 5 6 7 8
1. Beenenue B TECTHPO-
nH(OpPMAITMOHHYIO 25 1 4 20 BaHUE,
0€3011aCHOCTb. 3alIuTa
pedepara
2. Obecnieuenue TECTUPO-
nH(pOopMaIMOHHON BaHUE,
0€3011aCHOCTH Ha 21 1 20 3amuTa
3aKOHOATEILHOM pedepara
YpOBHE.
3. ObecnieueHue TECTUPO-
uHpOpMaITMOHHOH BaHUE,
0€30MmacHOCTH Ha 21 1 20 3amura
aIMHUHUCTPATUBHOM pedepara
YpOBHE.
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4. ObecricueHue TECTHPO-
uHpOopMaIMOHHON 20 20 BaHUE,
0e30macHOCTH Ha 3aIura
TIPOLIETyPHOM YPOBHE. pedepara
5. Ilporpammuo- TECTHPO-
TEXHUYECKHE CPENICTBA BaHUE,
obecrnieueHus 17 1 4 12 3aImTa
uHpOpMaITMOHHOH pedepara
0e30IacHOCTH.

3auem no oucyuniune 4 - - - - -

HUTOI'O: 108 4 8 92 -

4. COAEP)KAHUE JUCHUATIIMHBI (MOLY.JIST)

Tema 1. Bpenenune B UHGOPMANMOHHYIO 0€30MIACHOCTb.

OcCHOBHbBIE MOHSTHS: 3aJadud, OOBEKT, MpeIMeT, MEeTOAbl HH(OpPMalKOHHON
o0e3omacHoctu. Ilonmutuka B cdepe obecrnedeHus HHPoOpMaArMOHHOW Oe3omacHocTtd Poccum.
KonnenryanbHas wMoxpenb uHpOpManuoHHOW  Oe3zomacHocTH. OduIanbHble  OpraHsbl,
obecrneunBaromue wuHpoOpMalMoOHHYI0 ©Oe3onacHocTh B Poccuiickoit ®epepauuun. O0630p
POCCHIICKOT0 3aKOHOAATENhCTBA B chepe MHPOPMALIMOHHBIX TexHOooruil. denepanbHbIi 3aKOH
«O0 wuHboOpmanuu, WHPOPMANUOHHBIX TEXHOJIOTUSAX M O 3amure HHOOPMAIIN,
3akoHonatenbctBO PO B chepe CMU. Denepanbhblii 3akoH «O rocyaapcTBEHHOM TaiiHey.
@OenepanpHblii 3aKk0H «O TEpCcOHANBHBIX NaHHBIX». DenepanbHbiii 3aKOH «OO0 AIEKTPOHHOUN
nonnucu».  [lpaBoBoe  obecrnedeHne  HWHPOpMANMOHHOW  OezomacHocTd.  JlOKTpHHA
nHpopmarmonHoit 6e3omacHoct PO u Ctpateruss HaMOHAIBHOW Oe3omacHocTH Poccuiickoit
@Oenepaunu 10 2020 roma. CocraBisiiomye KOHLENTYaJbHOW MoOJeIN HHPOPMAIMOHHOM
6e3omacHoctu. CoBpeMeHHasi KOHIENUUs HHpopMaluoHHOW OezomacHocTd. Llenm 3amuThl
undopmanuu. Hocuremn szamumaemort wHpopmanuu. [lonstue undopmaruu. CBeneHus u
JaHHblE, OTIIMuMe OoT MH(popMauuu. MHpopmanus no ypoBHio nocryna. KoHpuaeHInaabHOCTh
uHpOPMaLUH. ITonsatue KOH(HICHIINATBHOM UH(pOpMaLINH. Knaccudukanus
KoH(puaeHnnanpHoi uHpopmanuu. IloHsTne rocymapctBeHHoW TaiiHbl. CreneHu rpuda
CEeKPETHOCTH. Buapl CcBeleHHH COCTaBISIOUIMX TOCYJapcTBeHHYO TaiiHy. [lepeueHs
uHbopMaIny, He ToIexKalel Kk 3acekpeunBannio. Kinaccuduxaius Bu1oB npodeccu oHaIbHOM
TailHbl U 00BEKThl WX mpuioxeHus. Ilonstue yrpos OesomacHoctu. Kiaccudukanus yrpos
nHpopMamoHHoil Oe3zomacHocTu. OcCHOBHas Kiaccu(uUKalMs yrpo3: Yrpo3bl HapylIeHHs
KOH(QHUAEHIUAIBbHOCTY UH(POPMAIMH, YTpO3bl HApYIIEHUS LEIOCTHOCTH MH(YOPMALUU, YI'PO3bI
HapylLleHusi JOCTYyNHOCTH uHpopMauuu. Mertoasl mnepeuncienuss yrpo3. CiydaiiHble u
npeAHaMepeHHble  Yrpo3bl.  TEXHOJOTMYeCKHe BO3MOXKHOCTU  3JIOYMBIIUIEHHUKOB IO
IPEOIONICHUIO CUCTEM 3aIluThl HHpopManuu. [IpuzHaku yrpossl 6e3omacHocTd HHGOPMALUU B
pacnpeznenieHHbIX BeMUCIUTENbHBIX cucteMax (PBC): mo xapakTepy BO3AeHCTBUS; MO LIEIH
BO3/ICHCTBUS; 1O YCIIOBUIO Hayaja OCYLIECTBJIECHHUS BO3JIEHCTBUS; MO HAIMYUIO OOpaTHOU CBSI3U
C aTakyeMbIM OOBEKTOM; IO PACHOJIOKEHHIO CyOBbeKTa aTakh OTHOCHTEIbHO AaTaKyeMOoro
00BeKTa; 1Mo ypoBHIO 3TaIoOHHON Moaenu [SO/OSI, Ha KOTOPOM OCYIIECTBISETCS BO3EHCTBHE.
XapakTepucTHKa W MEXaHH3Mbl pealu3allli THUIOBBIX YAaleHHBIX aTak. [loHsATHE THUIOBOM
ylajieHHoi aTaku. AHamu3 cereBoro tpaduka. [lonmeHa TOBEpEeHHOTO OOBEKTa MM CYyOBEKTa
PBC. Jloxnsiii oobekt PBC. Bueapenne B PBC noxHOro o0ObekTa IMyTeM HaBS3bIBAHUS
noxxHoro mapuipyTa. Baenpenne B PBC noxxHOro o0bekTa myTeM MCIoJIb30BaHUSI HETOCTATKOB
aIrOPUTMOB YyAAJIEHHOrO TMoHucKa. lcrmosib30BaHWE JOXKHOrO OO0BEKTa sl OpraHu3aluu
ynanenHoil ataku Ha PBC. Cenexnus nmoroka mH(GOpMalMM U COXpaHEHUE €€ Ha JIOKHOM
oobexkre PBC. Momudukanus nadopmanmu. Ilonmena napopmannu. OTKa3z B 00CIyKUBaHUH.
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[Tonsitne necankuuonupoBannoro nocryna (HCJ). Hampasnenus 3amutel or HC/. OcHoBHBIE
cnocoobl HCJI. Tlpunmunsr 3amutel o HCJH. Knaccuduxauus napymmreneid. Ilonsarue
cucteMsbl pasrpanuuenus nocrtyna (CPJl). Ocnosusie pynkiuu CPJI.

Tema 2. OOecneuenue HHPOPMANMOHHOWH 0€30MACHOCTH HAa 3aKOHOAATEJIbHOM
YPOBHe.

YpoBuM 3amuThl nHGopManuu. KiarodeBbie moHATHS MHGOPMAIIMOHHONH 0€30MacHOCTH -
MONUTHKAa Oe30macHOCTH M mporpamMma OezomacHocTH. CTpPyKTypa COOTBETCTBYIOLIMX
JOKYMEHTOB, Mepbhl MO HX pa3paboTKe U CONPOBOXKIEHHUIO. DTambl >KU3HEHHOTO IMKJIA
WH(OPMAITMOHHBIX CHUCTEM H Mepbl Oe3omacHocTH. UTO Takoe 3aKOHOIATENbHBIA YpPOBEHb
MH(POPMALIMOHHON 0€30MaCHOCTH U MoYeMy OH BaxkeH. O030p pOCCHIICKOT0 3aKOHO/IATEIbCTBA B
obmactu  wmH(popmanmoHHOW  OezomacHoctu. IlpaBoBBIE aKkThl  O0OINEro  Ha3HAYCHUS,
3aTparuBalpoIiMe  BOmpockl  HH(popmanuoHHOW — OezomacHoctH. OO030p  3apyOeKXHOro
3aKoHOJATeNbCTBA B o0OmacTu uHGpoOpManuoHHON Oe3zonmacHocTH. O TeKyleM COCTOSHUU
POCCHICKOrO 3aKOHOJAaTenbcTBa B obsactu HHPopManmoHHOW Oe3zomacHoctH. I[loHsTHe
crangapra. Kinaccudukanus craHgaproB B o0nacT  HMH(OpPMaLMOHHONW O€30IaCHOCTH.
«OpaHkeBasi KHMra», €€ CTPyKTypa M TpYIIbl KJIaccOB 3allMIIEHHOCTH. PykoBoasmue
nokyMeHTbl ['ocrexkomuccun Poccum. Tesucsl u3 pykoBoasmero aokymenra «Cpencrsa
BbluncnuTenbHOW TexHuKU. 3ammTa oT HC/I x undopmanuu. [TokazaTenu 3alyMIneHHOCTH OT
HC/I x undopmanuny». Te3nucsl U3 pyKOBOASIIEI0 JOKYMEHTa « ABTOMATH3UPOBAHHBIE CHCTEMBI.
Bammra ot HCJ] undopmarmu». OcHoBHbIe uaen aokymeHTa «OOmme kputepun» |ISO/IEC
15408-1999. TMonstue npoduis 3ammrel (I13) u 3aganus no 6e3omacHoctu (36). OcHOBHBIE
nojoKeHuss MexayHapoxHoro crangapta ISO/IEC  17799:2005. OcHOBHBIE MOJIO0XKEHUS
MexxayHapoaaoro crangapra ISO/IEC 27001:2005. OcHOBHBIE MOJIOKEHHST OPUTAHCKOTO
crangapra BS 7799-3:2006.

Tema 3. OOecneueHue MHPOPMANMOHHOM 0€30MACHOCTH HA AJMMHHCTPATHBHOM
YPOBHe.

[MTommtuka Oe3onacHoctu. Ilporpamma Oe3omacHocTH. CHUHXPOHHU3AIUS IPOTPAMMBI
0C30MacHOCTH C JKU3HEHHBIM IIMKJIOM CHUCTeM. METOoauKa, TO3BOJISIOMAs COMOCTABUTh
BO3MOXHBIE TTOTepu oT HapyueHu Wb co crommocThio 3amMTHBIX cpeAcTB. OleHKa pPHCKOB:
BBIOOp aHAIM3UPYEMBIX OOBEKTOB ¥ YPOBHS JIETANIM3AIMH WX PAaCCMOTPEHHUsS; BBIOOD
METOJIOJIOTUU OLICHKU PHUCKOB; MIEHTHU(UKAIMA AaKTUBOB; aHAJHM3 Yrpo3 W WX MOCJIEACTBHM,
BBISIBJICHHE YS3BHMBIX MECT B 3alllMTE; OI[EHKA PHCKOB; BHIOOP 3aIIUTHBIX MeEp; peanu3amnus U
IIpOBEpKa BHIOPAHHBIX MEp; OI[EeHKAa OCTATOYHOT'O PHCKA.

Tema 4. OOecneyenue NHPOPMAIUOHHON 0€30MACHOCTH HA MPOIEYPHOM YPOBHE.

OCHOBHBIE KJIacChl MEp MPOLEIYPHOTO YPOBHS: YIpaBJEHUE IMEPCOHAIOM; (hu3nyecKast
3alUTa; HOJJep)KaHue pabOTOCIIOCOOHOCTH; pearupoBaHWE HAa HApyLIEHUs pekuMma
0e30IacHOCTH; TIJTAHUPOBAaHUE BOCCTAHOBUTEIBHBIX PaboT.

Tema 5. IIporpaMmMHO-TeXHHMYeCKHe cpeacTBa olecneyeHusi HHGOPMALMOHHOM
0€e30MACHOCTH.

Texuunueckoe obOecrneueHne wuHpopManuoHHon Oe3zomacHocTu. I[loHsiTHe cepBuca
O0e3omacHoctu. [lonarue  apxutekTypHod  Oe3omacHoctH. Kiaccudukamuss  cepBHCOB
6e3omnacHocTu. CpencTBa uASHTHPUKAIINY U ayTeHTU(DUKAIIH TTonb3oBaTeneil. Mnentudukanus
u ayTreHTUuUKamus, ympaBieHue npoctynom. IlaponpHast ayrentudukanus. OmHOpa3OBbIE
napomu. Cucrema S/KEY kommanum Bellcore. CepBep ayrentudukanuu Kerberos.
Wnentuukarus/ayTeHTUPHUKAIAS € TOMOIIbI0 OWOMETPUYCCKUX JIaHHBIX. YIpaBJICHHE
noctynoM. Marpuma nocryna. [Ipon3BoibHOE (MM TUCKPEIMOHHOE) YIPaBICHUE JOCTYIIOM.
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[IpunyaurenbHoe (MaHIaTHOE) ympaBieHHe A0cTyrnoM. CHHCKU yIpaBiIeHUS JOCTYIIOM.
OrpannuuBaromuii uHtepdeiic. PoneBoe ympaBinenue ngoctynom. Ctatwdeckoe paszelieHue
oOs3aHHOCTEW. JluHamuueckoe pasneneHue  oOs3aHHOCTEeW. OCHOBHBIE  TOHSATUS U
KJIacCu PUKaAIUsS CPEICTB KpUNTOrpaduuecKor 3amuThl HHPopManuu. Kpunrorpaduueckue
MeTOJbl 3aiuThl HHpopMamuu. Meroapl creraHorpaduu. AmnmapaTHO-IPOTPaMMHEIE CPENCTBA
3ammTel  MHPOpPMAIMK: cpencTBa obecredeHuss KOH(GUISHIIMAIFHOCTA JaHHBIX; CpENCTBa
ayTeHTH(HUKALMU SJIEKTPOHHBIX JaHHBIX M CPEACTBA YIPABICHUS KIHOYEBOW HH(OpMaruen.
Knaccudukanus meronoB mm¢ppoBaHua. TpeOoBaHUsS K COBpEeMEHHbIM MudppaMm. MeTomabl
cUMMeTpHYHOro umdposanus. brounoe u mnotokoBoe mudpoBanue. Kiaccuueckas ceThb
@eiicrens. Anroput™ mudposanus DES u ero monudukanuu. AGCOMOTHO HAASKHBINA MHUD.
OCHOBHBIE CBOICTBAa CUMMETPUYHBIX KpunrtocucrteM. OCHOBHBIE CBOWCTBA aCHMMMETPHUYHBIX
kpunrocucreM. ['eHepamus W XpaHeHHe Kmoudei. PacnpeneneHue kiaroded. YmpasiieHHE
KJIFOYaMH B CHCTeMaXx C OTKPBITHIM KiIoduoM. Anroput™ [Juddu-Xenmana. OcHOBHBIE CBOICTBa
x31I-pyHKui. OCHOBHBIE CBOWCTBA MU(POBOW MOANUCH. AITOpUTM U PpoBoit moanucu RSA.
AnroputM mudpoBoir momnucu Oub  [amans. Anroputm  1mudpoBod moamucu  DSA.
OteuectBennsbiii cranaapt uudposoit noanucu 'OCT P 34.10-94. Cxembl cienoi MmOJIHUCH.
Cxembl HeocnopuMoW monamucu. 3ammra HHPopMmanuu Ipu pabore B cetu MHTepHer.
[IpoTokonupoBaHue U ayauT, UX MECTO B 001IEl apXUTEKType 0€30MacHOCTU. AKTUBHBIN ayauT.
[Tono3putensHas akTUBHOCTh. CuUrHatypa ataku. OyHKIHMOHAIbHbBIE KOMIIOHEHThI, BXOASIINE B
cocTaB CpeACTB akTuBHOro ayauta. Ilpumenenue aymuta B OC cemeiictBa Windows s
OTCIICKUBAHUSL JESITEILHOCTH moJib3oBateneid. Hacrpolika mnonutuku ayauta. llonsTue
JEMIIATAPU30BAaHHOM 30HBI. MeXaHU3MBI 3alUTHI, pealin3yeMble MEXKCETEBBIM dKpaHoM (MD):
¢bunpTpanus cereBoro Tpaduka, mudpoBanue (co3manue VPN); TpaHCHAIUS aapecos;
ayreHTUUKalus (JOMOJHUTENbHAs); IMPOTUBOACHCTBHE HEKOTOPHIM  CETEBBIM  aTakaMm
(manbomnee pacrpocTpaHEHHBIM); YIIPaBJICHUE CIIMCKAMU JOCTYIa Ha MapuipyTu3aTopax. THITbI
MD. Ilakernsie ¢unbTpsl. Illmo3er ypoBHS coenuHeHus. LIm03bI MPUKIATHOTO YPOBHSL.
Texnonmoruu Proxy u Stateful inspection. KoHuenuus noctpoeHus 3alMIIEHHBIX BUPTYaTbHBIX
yacTHbIX cerel VPN. @OyHknuu n komnoHeHTel ceth VPN. VPN pemenus s mocrpoeHus
3alUIIEHHBIX KOPIOPATUBHBIX ceTeil. [IBa BUAa CpeaCcTB MOAAEPKAHUS BHICOKOW TOCTYITHOCTH:
obecrieueHNe OTKAa30yCTOMYMBOCTH (HEWTpanu3amus OTKa30B, >KMBYYECTb) M oOOecrmedeHue
0e30I1acHOTr0 U OBICTPOT'0 BOCCTAHOBIICHHUS ITOCIIE O0TKa30B (00cmykuBaeMocTh). Knaccuduxarms
KOMIIBIOTEPHBIX BHUPYCOB M BpENOHOCHBIX IporpamMM. DaiioBble, 3arpy304HbIE U CETEBBIE
BUpYychl. Metonbl U cpenctBa OoppObI € BHpPYyCaMM M BPEIOHOCHBIMH IPOTrpaMMaMH.
[IpodunakTika 3apa’keHHs BHPYCaMH KOMIIBIOTEPHBIX CHCTEM U TOPAOOK JAeHCTBUUI
NOJIb30BaTENIel B Cilydae 3apaxeHus. MexaHu3Mbl pacnpocTpaHeHus BuUpycoB. KaHambl
pacnpoctpaHeHus: BUpycoB. Kiaccuueckue KoMnbroTepHble BUPYChl. MakpoBHUpyChl. TpostHCKHue
nporpammel. CeteBble 4epBU. AHTUBUpYcHOE [1O. OOGHapykeHHE KOMIIBIOTEPHBIX BUPYCOB.
KommuiekcHast cuctema 3auThl MHGOpMALUH.

JIeKiMOHHBIM KypC MpEeanoiaraeT CHUCTEMAaTU3UPOBAHHOE M3JIOKEHHE OCHOBHBIX
BONPOCOB Y4eOHOH AWCUUIUIMHBI W JIOJDKEH JAaBaTh HauOonbmuii o0beM uHbOpManuu u
obecrieunBath Oosee TayOOKOe MOHMMaHHWE Y4eOHBIX BOMPOCOB MPH 3HAYUTENILHO MEHBIINX
3aTpaTax BPEMEHH, YEM ITO TPeOyeTCsi OOJBITMHCTBY CTYIEHTOB Ha CAMOCTOSTEIIbHOE U3YYCHUE
Marepuaa.

MeToauyeckne peKOMeHAAIUM NPU PadoTe HAl KOHCIIEKTOM JIeKIMii BO BpeMsl
NpoBeIeHNs JIeKIIMU

B Xone mNeKIMOHHBIX 3aHATUH BECTH KOHCIEKTHpPOBaHHE YYeOHOro Marepuana.
OOpamath BHUMaHHWE Ha KaTeropuw, (HOPMYIHPOBKH, PACKPBIBAIOIINE COJACPKAHUE TEX WIH
WHBIX SIBJIEHUW M TPOILECCOB, HAy4YHbIE BBIBOABl M NPAKTHYECKHE PEKOMEHIALINH,
MTOJIOKUTEIBHBIN OMBIT B OPATOPCKOM HCKYycCTBE. JKenaTenbHO OCTaBUTh B pa0OUNX KOHCIIEKTaX
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MoJisi, Ha KOTOPBIX JeNaTh MOMETKH W3 PEKOMEHJIOBAHHOW JIMTEPATYpPhl, AOMOJHSIOIINE
MaTepHa MpoCIyIaHHOM JICKIIUH, a TAK)KE TOIYEPKUBAIOIINE 0COOYI0 BaKHOCTh TE€X MJIM MHBIX
TEOPETUYECKNX IOJIOKEHUI. 3aJaBaTh MPENOAABATEN0 YTOYHSAIOIIAE BONPOCHI C IEJbIO
YSICHEHUS] TEOPETUYECKUX TOJIOKEHUH, pa3pelieHus: CHOPHBIX CUTYalUi.

B Xxome moAarotoBkM K NPAKTUYECKUM 3aHATUSAM HM3YyYUTh OCHOBHYIO JIMTEPATYPY,
O3HAKOMHUTBHCS C JIOMOJHUTEIHLHOW IHTEPaTypol, HOBBIMU MYOIUKAlUAMUA B TIEPUOIUIECKUX
W3JAHUSX: KypHanax, razerax M T.a1. [Ipu 3TOM ydecTp pekoMeHAalWMH MpenofaBaTess H
TpeOoBanus ydeOHON mporpammbl. JlopabaTeiBaTh CBOW KOHCHEKT JICKIMH, Jeias B HEM
COOTBETCTBYIOIIME 3allMUCU M3 JIUTEPATypbl, PEKOMEHIOBAaHHOMW TpernojaBaTeieM U
MpeyCMOTPEHHOU yueOHOM mporpamMmoi. I1oAroToBUTH TE3UCHI A BBICTYIUIEHUH O BCEM
y4eOHBIM BOIIpOCaM, TMPEACTABIIIOMNM HHTEpec. ['0TOBSICh K JOKIAny WM pedepaTHBHOMY
COOOIIEHHIO, 00palaThcs 32 METOJIMYECKOM MOMOIIBI0 K mpernogaBarento. CocTaBUTh ILIAH-
KOHCIIEKT CBOEro BBICTYyIUIeHUA. [IpomymaTh mpuMepsl C Leiblo oOecrieuyeHHs] TECHOM CBS3U
U3y4aeMoOl TEOpHUH C pealbHOM XHU3HbIO. CBOEBPEMEHHOE M Kauye€CTBEHHOE BBIIIOJIHEHHUE
CaMOCTOSITeNTbHON paboThl Oa3upyercs Ha COOMIOACHUH HACTOANIMX PEKOMEHIAINH U U3yUeHUH
peKoMeH0BaHHON nuTeparypel. CTyZeHT MOXKET JIOMOJHHUTH CHUCOK HCIIOJIb30BAHHOU
JUTEPATYPbl COBPEMEHHBIMU UCTOYHUKAMU, HE TIPEACTABICHHBIMU B CIIMCKE PEKOMEHIOBAHHOM
JUTEpATypbl, W B JaJbHEHIIEM HCIOJIb30BaTh COOCTBEHHBIC IOJATOTOBJICEHHBIE Y4EeOHBIE
MaTepHuabl IPU HAMCAHUU KYPCOBBIX U AUIIOMHBIX PaboT.

5. TEMbBI IPAKTUYECKHUX U CEMUHAPCKUX 3AHATHUI

Ne Ne KoJ-Bo
Tema ceMuHapa
n/n TEeMbI 4acoB

XapaKTepuCTHKA U MEXaHWU3MBbI Pean3aliy THITOBBIX YIaJIeHHBIX
atak. [loHsTHE TUIIOBON yIaIEHHOM aTaku.

Amnanm3 cereBoro Tpaduka. [TogMeHna ToBepeHHOT0 00bEKTa HITH
cyonekra PBC.

Jloxusrit o0vext PBC. Buenpenne B PBC noxxHoro oobhexra myrem
HAaBS3bIBAHUA JIO)KHOT'O MapIIpyTa.

Buenpenne B PBC noxkHOro o0beKTa myTreM MCIONIb30BaHUs
HE/IOCTATKOB aJITOPUTMOB yJIAJIEHHOT'O MTOKCKa. Vcronbp3oBaHme
JIOKHOT0 00BEKTA JUIsl OpraHn3aly yaaneHHoi ataku Ha PBC.
Cenexuusi mOoTOKa MH(POpMAIIMU U COXPAaHEHUE €€ Ha JIOKHOM
oobexre PBC. Momudukanus nadopmanuu. [loqmena nadopmanmn.
Ortka3 B 00CTy>KUBaHHU.

VYupasnenue goctynoM. Marpuia gocryna. [IpousBonbHoe (vum
JHMCKPEIIOHHOE) YIIPaBJIeHHE TOCTYIOM. [IpuHymTensHOe

5 (mannatHOe) ynpaBieHue 7ocTynoM. CIUCKH yIpaBiIeHUs 4
JOCTYIIOM.

OcnoBbl Active Directory Domain Services. OcHOBBI paboThI ¢
IPYIIIOBBIMH OJUTHKAMH.

Knaccuueckas cetp @eiicrens. Anropurm mudposanust DES u ero
Moau(UKaIH,

I'enepanus u xpaneHue Kirouel. PacnpeneneHue Kiodei.
VYnpasieHue KIIO4aMH B CHCTEMAaX C OTKPBITBIM KITIOYOM. AJITOPHTM
Juddu-Xenmana.

OcHoBHBIE CBOMCTBA IU(POBOH MOAMUCH. ANTOPUTM IIPPOBOI
noamucu RSA. Anroputm mmdposoit moxmucu Db ['amars.
Anroput™ ndpoBoit mommucu DSA.

[Mpumenenne ayqura B OC cemeiictBa Windows aiist OTCIeKUBaHUS
4 5 NesTeTIbHOCTH ToJIb30Baresiell. Hactpolika monuTuku ayaura. AyuT 4
B Windows Server 2008/2012.

®opma A Crpannna 10 u3 29




MuHHCTEPCTBO HAYKH U BICIIETO 0Opa3oBanust PO

. . Dopma
Y IbSIHOBCKHI TOCYIapCTBEHHBIH YHHBEPCUTET

® - Paboyast mporpamma JAUCHHUILIHHBI

MexaHn3MBI 3aIUTHI, peaan3yeMbIe MEKCETEBBIM 3KkpaHoM (MD):
¢unpTpamys cereBoro Tpaduka; mudposanue (coznanue VPN);
TPAHCISNUS aPecoB; ayTeHTH ()UK (TOMOTHUTEIbHAS);
MPOTHBOAEHCTBUE HEKOTOPHIM CETEBBIM aTakaM; YIIPaBJIeHHUE
CIIMCKaMH JIOCTyIa Ha MaplIpyTH3aTOpax.

Tumbl MexceTeBbIX 2kpaHoB. [laketHbie GuIbTpbI. [11TH0361 ypOBHS
coeaunenus. Stateful Inspection firewall. Host-based firewall.

5 5 [Tpumepb! paBuIL. 8
[epconanbhbie firewall u mepconabpHbie yeTpoiicTa firewall.
[IIro361 puKIagHOro ypoBHs. [IpokcHu-cepBep NpUKIIATHOTO
ypoBHs. Brizienennbie npokcu-cepBepsl. [IpumMeps mpaBuil.
Tpancmsimus ceteBbix aapecoB (NAT).

KoHuenmms mocTpoeHus 3alMIIEHHBIX BUPTYaIbHBIX YaCTHBIX CETEHN
VPN. ®ynkunn u komnonentst ceti VPN. VPN pemenus s
MTOCTPOEHUS 3AIIUIIEHHBIX KOPIIOPATUBHBIX CETEN.

TposiHckue nporpammsl. CeTeBble YEPBU.

6 5 AntusupycHoe I10. OOHapyskeHne KOMITBIOTEPHBIX BUPYCOB. 4
KommurekcHasi cucrema 3aiuThl HH(opMaImu.
Hroro: 36

TEMA 1. BBEAEHUE B UTH®OPMALIMOHHYIO BE3OITACHOCTb
3AHSATHE 1

Tunosble yianeHHbIEe aTAKH

dopma npoBeeHNUs — CEMUHAP, TUCKYCCHS.

Bonpochl o Teme (J171s1 00CYX/A1€HUS HA 3aHATUH, JIJI1 CAMOCTOSITEJIbHOTO U3YUYCHHUS).
1. Kareropuu undopmarumu.

r{ WHdopmauma H

‘ OrpaHW4eHHoro goctyna ‘ ‘ 06weaocTynHan ‘

» FocygapcrseHHan TaiHa ‘ focTyn K KOoTOpOoiA He Mpoyas
MOKeT BbITb orpaHuyeH

KonduaeHunanbHas
WHpopmauma 'l

Kommepueckan Taina ‘
» CnymebHan TaiiHa ‘

NepcoHanbHele AaHHLIE

h 4

MpodeccHoHansHan TaliHa

» TailHa cneiCTEMA U CYA0NpPOM3BOACTEA

CBefIeHUA O CYWHOCTH M306peTeHuA

2. VYnaneHHele aTaku Ha pacupeaciICHHbIC BIYUCIIMTCIIbHBIC CHCTCMBI.

McTouHKK Mony4atens
WHPOPMALMKH  MHOOPMELIKMKA

O—

A) HopmanbHas nepejaua

O

E) MpephisaH e B) Nepexear

o

) UameHeH e Aa) Nogaenka
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3. XapakTepHuCTUKA U MEXaHHU3Mbl PeaJIM3alluy TUIIOBbIX yJaJCHHbIX aTaK.
4. TloHsATHE TUIIOBOH yJaJIeHHOW aTaKH.
3AHSATHUA 2, 3, 4
I[Ipumepbl THNOBBIX YAaJT€HHBIX aTaK
dopma IpoBeICHUS — CEMUHAP, TUCKYCCHSI.
Bromnpocskl no Teme (111 00CyKIeHUS Ha 3aHATHH, JUISI CAMOCTOSITEIIBHOTO U3YUCHUS).
Amnanu3 ceteBoro Tpaduka.
[Tonmena noBepeHHoro oobekTa uim cyobrekta PBC.
Jloxuerit 06vext PBC.
Buenpenue B PBC noxxHOro o6bekrta myTeM HaBsI3bIBAHUS JIOAKHOTO MapuipyTa.
Buenpenue B PBC noxHOro o0OBEeKTa TyTeM HCIOJNB30BAHHS HEJOCTATKOB
aJIrOPUTMOB yIAJIEHHOI'O TTOMCKA.
Hcnonp3oBaHuE JI0)KHOTO 00BEKTA JJIsl OpraHu3aluu yaanenHoi araku Ha PBC.
Cenexnus notoka MHGOpPMAIIMK U COXpaHEeHUe ee Ha JoxkHOM o0bekTe PBC.
Mo pukanusi ”HPOpPMaIIHH.
. Ilopmena unpopmanuu.
10. Ortka3 B 00CIyXKHBaHHH.

SRR A

©oNo

TEMA 5. IMPOT'PAMMHO-TEXHUYECKHUE CPEJICTBA OBECIIEYEHUSA
UH®OPMAIIMOHHON BE3OINACHOCTH

3AHATHUSAS, 6

CepBuc nH(pOPMAIMOHHOI 6€30MACHOCTH - YIIpaBJieHHe T0CTYIOM

dopma poBeIeHUs] — CEMUHAP, AUCKYCCHUS.

Bonpocsl o Teme (J17151 00CYX/1€HUS HA 3aHATUH, JIJI1 CAMOCTOSITEJIbHOTO U3YUYCHHUS).
VYrpasieHue JOCTYIIOM.

Marpuna nocryna.

[IpousBonbHOE (MK TUCKPELIMOHHOE) YIIPaBiICHUE TOCTYIIOM.

[IpunynuTensHOEe (MaHIaTHOE) YIIPaBICHUE TOCTYIIOM.

Criucku ynpaBieHUs JOCTYIIOM.

PoneBoe ympaBiieHuE 10CTYIIOM.

Ocuosbl Active Directory Domain Services.

Forest

NookowhPE

&

& oy ) oy

Domain 1 Domain 2 ‘

v_ v v_ Vv

Domain Controller Domain Controller
for Domain 1 for Domain 2

< »  Shema < »  Shema

Data Data
Store Store

«—> Database «—>»{ Database

8. OcHOBBI pabOTHI C TPYITOBBIMU MOJIUTUKAMHU.

3AHSITHUE 7, 8

IIpumepbl 0CHOBHBIX KpUNTOrpaguyecKuX aJIrOPUTMOB

dopma poBesieHUs] — CEMUHAp, AUCKYyCCus, eI0Basi Urpa.

Bonpocs! mo Teme (11151 00CYXI€HHS HA 3aHATUH, JITISI CAMOCTOSTEIbHOTO N3Y4EHHUS).
1. CummerpuyHBIE U aCCUMETPUYHBIC KPUITOCHCTEMBI.

2. ANTOpHTMBI 3aMEHBI M TEPECTAaHOBKH.

3. AnroputMm umdposanus DES u ero monudukanuu.
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4. TeHepanus U XpaHEHUE KIIIOUYEH.

5. Pacnpenenenue xkioyei.

6. VYmpapieHue KI04aMH B CUCTEMaX C OTKPBITHIM KIFOUOM.

7. Anropurm Juddu-Xenmana.

3AHATHUE 9, 10

IIpumepbl 0CHOBHBIX KPHNITOIrPaMUEeCKUX ATTOPUTMOB

®dopma poBeIeHUs] — CEMUHAP, AUCKYCCHUS.

Bonpockl o Teme (151 00CYX1€HUS HA 3aHATUH, ISl CAMOCTOATEIbHOIO U3YUEHNU).

1. OcHoBHbI€ CBOICTBa U POBON TOAIUCH.

2. Anroputm mudposoi moanucu RSA.

3. Aunropurm mudposoi noxnucu Dab ['amans.

4. Ausroput™ nudposoii nognucu DSA.

3AHSATHUA 11, 12

CepBuc nHPOPMALMOHHOH 0€30M1ACHOCTH - AyAUT

dopma IpoBEIECHUS — CEMUHAP, IUCKYCCHS.

Bomnpocsl mo Teme (17151 00CYXJI€HUS HAa 3aHATUHU, JJIsI CAMOCTOSATEILHOTO H3YUCHHUS).

1. IIpumenenue aynuta B OC cemeiictBa Windows 1Jisl OTCIIEKUBAHUS AESITEIbHOCTU
II0JIb30BATEINIEH.

2. Hacrpolika MOJUTHKY ayauTa.

3. Ayaut B Windows Server 2008/2012.

3AHSITHUA 13, 14

CepBuc naHpopManuoHHOI 6e30macHOCTH - MexkceTeBbIe IKPAHBI

®dopma poBeIeHUs] — CEMUHAP, JUCKYCCHUS.

Bonpocsl o Teme (J17151 00CYX/1€HUS HA 3aHATUH, JIJI1 CAMOCTOSITEJIbHOTO U3YUYCHHUS).

1. MexaHuU3MBl 3allUTHI, pealnu3yeMble MeEXCeTeBbIM dSKkpaHoM (MD): dunprpamnus
cereoro Ttpaduka; mmdpoanue (cozmanue VPN); TpaHCHsAus — aIpecos;
ayTeHTH(UKAIUS  (IOMOJHHUTENbHAs); TMPOTUBOJACHCTBAE HEKOTOPBHIM CETEBBIM
aTaKam.

2. YmpaBieHue COUCKaMH JOCTyIa Ha MapHIpyTH3aTopax.

3AHATHUA 15,16

Karteropnu Me:xceTeBbIX IKPAHOB

dopma poBeIEHUS — CEMUHAP, AUCKYCCHUS.

Bomnpocsl mo Teme (17151 00CYXJI€HUS HAa 3aHATUHU, JJIsI CAMOCTOSATEILHOTO H3YUCHHUS).

TuIbI MEXCETEBBIX SKPAHOB.

[TakeTHbIe GUTBTPHI.

[111r03B1 YpOBHSI COEITUHEHUS.

Stateful Inspection firewall.

Host-based firewall.

ITpumeps! npaBui.

[Tepconanwshuble firewall u mepconanbHbIe yeTpoiicTBa firewall.

[I103B1 MPUKIIATHOTO YPOBHSI.

[Ipokcu-cepBep NpUKIATHOTO YPOBHSI.

BriienienHbIe TPOKCH -CEPBEPHI.

[Tpumeps! npaBui.

Tpancnsus cereBbix aapecoB (NAT).

@yHKIHUU U KOMITIOHEHTHI ceTh VPN.

14. VPN pemuienust 15t TOCTPOSHUS 3aIUIIEHHBIX KOPITOPATUBHBIX CETEH.

3AHATUA 17,18

Bupycol

dopma poBeeHusI — CeMUHAp, AUCKYCCHUS.

wWoNOAWNE

e
= o

=
wn
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Bonpochl o Teme (J17151 00CYX/1€HUS HA 3aHATUH, JIJI1 CAMOCTOSITEJIbHOTO U3YUYCHHUS).
Kareropuu Bupycsl.

Kitaccuueckue BUpyCHI.

MaxkpoBUpYCHI.

TpostHCcKME TPOrpaMMBl.

CeteBble 4epBH.

AntuBupychoe I10.

OObHapyxeHHe KOMITbIOTEPHBIX BUPYCOB.

KommuiekcHas cuctema 3amuThl HHQOPMALIUH.

NG~ E

[IpakTueckue  (ceMUHApCKHE  3aHATHUS)  NPEACTABISIIOT  COOOM  JeTanu3aluio
JEKIMOHHOIO TEOPETUYECKOro MaTepuaia, MIPOBOAITCS B LENAX 3aKpeljieHus Kypca M
OXBATbhIBalOT OCHOBHBIE Pa3/IEIIbl.

OcHoBHOM (oOpMOIl TNpoBeJEHHS CEMHUHAPOB W NPAKTUYECKUX 3aHITUH SBIAETCS
o0cyxaeHre Haubosee NMPOOJEMHBIX M CIIOXKHBIX BOINPOCOB IO OTAEIbHBIM TEMaM, a TaKxke
pelieHue 3azad U pazbop NMPUMEPOB U CUTyallMil B ayIUTOPHBIX yciIoBHsX. B o0s3aHHOCTH
IIperoiaBaTessl BXOAAT: OKa3aHUE METOAMYECKOM IMOMOIM U KOHCYJIBTUPOBAHUE CTYAEHTOB 110
COOTBETCTBYIOLIUM TEMaM Kypca.

Ha cemuHape Kax/plii €ro y4acTHUK JOJDKEH ObITh FOTOBBIM K BBICTYIUICHHIO IO BCEM
IIOCTaBJICHHBIM B IIJJAHE BOIpPOCAM, MPOSABIATh MAaKCHUMaJbHYI0 AaKTMBHOCTb IpPH HX
paccMOTpeHnu. BricTyniieHne J0KHO CTPOUTHCS CBOOOAHO, YOSTUTENBHO U apryMEHTHPOBAHO.
[IpenonaBatens cineaut, 4yTOObl BBICTYIJIEHHE HE CBOJAMJIOCH K PENPOJYKTUBHOMY YPOBHIO
(mpocTOoMy BOCHPOM3BEIEHHIO TEKCTa), HE JOIYCKAeTCs U IPOCTOE YTEHHE KOHCIEKTA.
HeoOxoaumo, yToObl BHICTYNAIOMUI MPOSBIAI COOCTBEHHOE OTHOIIEHHME K TOMY, O Y€M OH
TOBOPHUT, BBICKA3bIBaJl CBOE JWYHOE MHEHHE, IMOHMMaHUE, OOOCHOBBIBAJI €0 M MOT C/enaTb
NpaBUJIbHBIE BBIBOABI M3 CKa3aHHOro. [IpM 3TOM CTyAEHT MOXXeT o0paliatbcsi K 3arucsaMm
KOHCIIEKTAa M JIEKIUH, HENOCPEACTBEHHO K II€PBOMCTOYHMKAM, HCIIOIb30BaTh 3HAHUE
Xy/0XKECTBEHHOMN JINTEpaTyphl U UCKYCCTBA, (PaKThl U HAOIIOAEHUS COBPEMEHHOM KU3HU U T. 1.
Bokpyr Takoro BBICTYIJIEHHS MOTYT Pa3roperbcsl CIOpPbI, JUCKYCCHH, K Y4acTHIO B KOTOPBIX
JOJDKEH CTpeMHUThbCsl Kaxablid. IlpemomaBaTenmo HeoOXOAMMO BHHMATEIbHO U KPUTUYECKU
CIIyIIaTh, MOAMEYATh OCOOEHHOE B CYX/IEHUSAX CTYIEHTOB, YJIAaBIMBATh HEJOCTATKU M OUIMOKH,
KOPpPEKTUPOBATh UX 3HAHMSI, U, €CJIM HYKHO, BBICTYIIUTH B pOJIM pedepu, 00OpaTUTh BHUMAHHUE HA
TO, 4TO €Il[¢ HE ObLIO CKa3aHO, WIN MOIJEPkKaTh U Pa3BUTh UHTEPECHYIO MBICJIb, BHICKA3aHHYIO
BBICTYNAIOIIUM CTyA€HTOM. B 3awimodeHue mnpenojaBaTelb, KaK pPYKOBOAMTENb CEMHHapa,
HOABOAMT UTOrU ceMuHapa. OH MoXxeT (BBIOOPOUHO) MPOBEPUTH KOHCIEKTHI CTYIEHTOB U, €CIIU
1oTpedyeTcsl, BHECTU B HUX UCIIPABICHUS U TOTOJIHEHUSL.

AKTHBHOCTb Ha IPAKTUYECKUX 3aHATUAX OLIEHUBAETCS 110 CIEAYIOIUM KPUTEPUSIM:

— OTBETHI HA BOIIPOCHI, IIpe/IaraeMble MPeroiaBaTesieM;

— ydacTHe B AMCKYCCHSIX;

— BBINOJIHEHUE IPOEKTHBIX U UHBIX 3aJJaHUM;

— acCHCTHPOBAHHUE MPENOIABATEIIO B IPOBEICHUH 3aHATHH.

Jloknaasl U ONIIOHMPOBAHUE JIOKJIAZO0B HPOBEPAIOT CTENEHb BJIAJACHUS TEOPETUUYECKUM
MaTepHaJIOM, a TAK)Ke KOPPEKTHOCTh U CTPOr'OCTh PACCYKICHUM.

6. JABOPATOPHBIE PABOTHBI, IPAKTUKYMBbI

Jannsiit Bug paboTs! He nnpenycmoTper YII.

7. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHBIX PABOT, PE®@EPATOB

Pedepat 3T0 omHa U3 GopM TEKyIIEro KOHTPOJS 3HAHUI M KOHTPOJSI CaMOCTOSTEIHHOU
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pabotsl. PedepaT — 3TO camocTosTeNbHas HccleAoBaTeIbckas padoTa, B KOTOpPOW aBTOp
pacKpbIBa€T CyTb HCCIEIYEMOI MpOOJIeMbl; NPUBOAUT pa3jMuUHble TOYKM 3PEHMS, a TaKxKe
cobcTBeHHbIE B3rJsLIbl He Hee. ConepkaHue pedepata JOMKHO OBITH JOTUYHBIM; M3JI0KEHU €
MaTepHaia JOJLDKHO HOCUTh IPO0JIeMHO-TeMaTUYECKHI XapaKTep.

Lenp pedepara kak GopMbI TEKYIIETO KOHTPOJS 3HAHUH M KOHTPOJS CaMOCTOSTEIbHON
paboOTBl - CTUMYJMpPOBATh PACKPBITHE HCCIENOBAaTENbCKOIO IOTEHLMana ydaluerocs,
CIOCOOHOCTh K TBOPYECKOMY IIOMCKY, COTPYIHHYECTBY, CAMOPACKPBITUIO U TPOSBIICHUIO
BO3MOXHOCTEH.

IIpumepHas TemaTuKa pedeparos:

No Tema

3aaHust

1 Wudopmarus kak HUCTOYHHUK JTaHHBIX.

2 Knaccudukarus unpopmarii. Buasl JaHHBIX U HOCUTETIEH.

3 [{ennocts napopmanyu. [lena napopmanuu.

4 KonuyectBo 1 kauecTBo nH(OpMaInH.

5 Buipl 3anmuniaemoii nHGOpMaInH.

6 Jemackupyronye npu3Haku 00bEKTOB 3aIIUTHI.

7 Krnaccudukanus MCTOYHUKOB U HOCUTENEH HHPOPMALIUH.

8 MeporpusTus 1o YIPaBJICHHIO JOCTYIIOM K WH()OpMAaIIHH.

9 QDyYHKIMOHAIBHBIE HCTOUHUKH CUTHAJIOB. ONacHBIN CUTHAIL

10 OCHOBHBIE CpPEJICTBA M CUCTEMBI, COACPIKAIINE TOTCHIINATbHBIE HCTOYHUKH
OIACHBIX CHTHAJIOB.

11 BcnoMoraTenpHbIE CpEAICTBA M CUCTEMBI, COACPKAIIHE MOTCHIINATBHBIC HCTOUHUKI
OTACHBIX CHTHAJIOB.

12 Bupl mapa3suTHBIX CBsI3€i M HABOJOK, XapaKTEpHBIE IS JIFOOBIX
PaMO’JIEKTPOHHBIX CPEICTB U MPOBOAOB, COSAMHSAIOIINX UX Kabeneil.

13 Busl yrpo3 6e30macHOCTH HHPOPMAIIHH.

14 OCHOBHBIE TPUHIIUIIBI JOOBIBAHHS HH(POPMAIINH.

15 [Ipouenypa naeHTH HUKAINK, KAK OCHOBA MPOI[ecca OOHAPYKEHHSI HEOBEPEHHOT'O
00BEKTa.

16 MeTtonbl cuHTE3a HHQOpMAaIUH.

17 MeTo/1pI HECAaHKIIMOHUPOBAHHOI'O 10CTYMA K MHPOPMAIIUH.

18 OCHOBHBIMH CITOCOOAMU MTPUBJICYECHUS COTPYIHUKOB IOCYIaPCTBEHHBIX U
KOMMEPYECKUX CTPYKTYP, HIMEIOIIUX JOCTYI K HHTEPECYIONIeH nH(POpMAIIHH.

19 Crioco6b! HabJII0JEHUS C UCII0JIB30BAHUEM TEXHUUYECKUX CPENICTB.

20 Kananpl yreuku nnpopmanuu. TexHuueckue KaHaJIbl YTEUKH

21 Knaccudukanus TeXHU4eCKHX KaHaJIOB YTEUKH MO PU3NUECKON MPUPOJIe HOCUTETISL.

22 Knaccudukarus TeXHHYeCKHX KaHAJIOB YTEYKH 110 HH()OPMATHBHOCTH.

23 Kiaccuukanusi TeXHUYECKUX KaHAJIOB YTEUKH 110 BpeMEHU (DYHKIIMOHUPOBAHUS.

24 Krnaccuukanusi TeXHUYECKHU X KaHAJIOB YTEUKH 110 CTPYKTYpeE.

25 HabmnroieHue B ONITHYECKOM JHara3oHe U MPpUMEHSIEMbIE ISl TOTO CPENCTBA.
XapaKTEepUCTHKHU TAaKUX CPEJICTB.

26 IlepexBaT 37€KTPOMATHUTHBIX U3TyYEHUN.

27 Axyctrueckoe nojcnymmbanue. J(dexTsl, BOZHUKAIONINE MPH MOJCITYITHBAHHH.

28 [TousaTus ckpeITU HHGOPMALIMHU, BUABI CKpbITHI. MH(DOpMallMOHHBIN TOPTPET.

29 [TpotuBoaeiicTBue HaOMOAeHNIO. CTOCOOBI MACKHPOBKH.

30 Crioco0bl M CpeJICTBA MPOTUBOICHCTBHS TIOICTYIIUBAHHUIO.
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31 HeiTpanuzanus 3aKjiaHbIX yCTPOMCTB.
32 CocTaB MHKEHEPHOMW 3allUThl M TEXHUYECKOW OXpaHbl 00bEKTOB.
33 WuxeHepHbIe KOHCTPYKIIUU M COOPYKEHUS IS 3aluThl HHpopMmarmu. Nx
KJIacCH (pUKaIusl.
34 CpencrBa uaeHTH()UKAIINHA JTHIHOCTH.
35 Kinaccuukanus 1TaTYMKOB OXpaHHON CHTHAJIM3AINH.
36 Knaccuduxkanus u3seniarenei.
37 TeneBU3MOHHBIE CUCTEMbl HAOTIOACHHUSI.
38 OCHOBHBIE CPEJICTBA CHCTEMBI BUIEOKOHTPOJISL.
39 3amuTa JMYHOCTH KaK HOCUTENSI HH(OPMAIIUH.
40 CHCTEeMHBIN TOXOJ K 3alUTe WHOOPMAIUK.
41 [TapameTpsl CUCTEMBI 3aIIUTHI HH(POPMALIUH.
42 Oranbl IPOEKTUPOBAHUSI CUCTEMBI 3a1IUTHl HH(POPMAIUH.
43 [ToreHnmaIbHBIC KaHAJIBI YTEYKH WH(OpPMAIUH.
44 Oransl pazpaboOTKU Mep 110 NPEIOTBPALLEHHUIO YIPO3 YTEUKU HH(OpMaLUK.
45 [lonsitue wuHpopmanoHHo Oe3omacHocTH. HMHpopmanuonHas 0e30mMacHOCTb
JMYHOCTH, o01ecTBa u rocyaapera. Konpuaennmanpaas nadopmarms.
46 Kareropuu undopmannonnoii 6ezonaciocty B KC. Knaccudukanus yrpos.
47 OO611ast XapaKTepUCTHKA YTI'PO3 JOCTYITHOCTH.
48 OO6111ast XapaKTepUCTHKA YTI'PO3 HEJITOCTHOCTH.
49 OO6111ast XapaKTEPUCTHKA YTIpo3 KOH(PHICHIIMAIBHOCTH.
50 O0600meHHbIe MOJeaM cucTeMbl 3amuThl HHpopManuu B KC. OnHOypOBHEBBIC U

MHOT'OYpOBHEBbIe Mojenu. OO0Imas XapaKTepHCTUKAa CPENCTB M METOJOB 3allUThI
uHpopmaruu B KC.

ol OOmiasi XapaKkTepHCTHKA OPraHU3AI[MOHHBIX MEPOIPHUATHH, 00eCIeYnBAIOIINX
uHpopmarmonHyto 6e3onacHocts KC. OcHOBHBIE 3a1aun CITyKObl 0€3011acHOCTH.
52 ConepxaTenbHBII CMBICT TMOHATHS KOMIUIEKCHOW CHCTEMBI 3alMThl MH(POPMALUU

(KC31) B komnbioTepHBIX cucTeMax. (OCHOBHbIE NPUHIUIBI U IOJOKEHUS,
peanu3yronme CucTeMHbIN noaxo K noctpoennto KC3U.

53 OTedyecTBEHHOE 3aKOHOAATENbCTBO B oOOsacth HMHG(OpMAIMM W 3alIUTHI
uHbopMaIu.

o4 Munummszanus ymep6a, Hanocumoro KC aBapusiMM U CTUXUMHBIMU O€ICTBUSMHU.
Nyb6mupoBanne uHpopmaruu. Texnomorus RAID. PesepBupoBaHHe TEXHUYECKHX
CPEACTB.

55 OO011as xapakTepUCTUKA TEXHUYECKUX KaHaloB yTeuku uHpopmanuu B KC.

56 ba3oBble npuHIUIIBL, JeXKale B OCHOBE Mozenel noautuku 6e3omnacHoctu B KC.

MatpuyHas (OUCKpEIMOHHAs) MOJeNb W MaHjaaTHas (TMOJHOMOYHAas) MOJeib
ynpaBieHus goctynoM K pecypcam KC.

57 CpenctBa U MeTOAIBI pasrpaHnyueHus gocrymna Kk pecypcam KC.

58 3ammra nporpamMmubix cpenctB KC oT HeCaHKUMOHUPOBAHHOTO KONMHPOBAHUS M
UCCIIEZIOBAHUS.

59 OOmme TOHATHS, HUCTOPHS pa3BUTHA W Kilaccu(PHUKanus KpUNTOrpahuIecKux
CPEACTB.

60 OO6mmas Teopwust Kpunrorpahuu.

61 Pasnuunbie MeTob! M poBaHMSL.

62 OTteuecTBEeHHBIE U 3apyOEKHbBIE CTaHAAPTHI MG POBAHHUS.

63 OO6mas xapakTeprcTHKa U KJacCU(PUKAIHs KOMIbIOTEPHBIX BUPYCOB.

64 MexaHnu3M 3apakeHus (GailJIoBBIMH M 3arpy304HbIMH BHpycamu. OcoOeHHOCTH
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MaKpOBHPYCOB.

65 CpencTBa, HCTIOIB3yeMBbIE [l OOHAPYKEHHS KOMIBIOTEPHBIX BUPYCOB.

66 [TpoduiiakTika 3apa’keHrst KOMIIbIOTECPHBIMH BUPYCAMH.

67 AHTUBHPYCHBIE CPEICTBA JUIA JICYEHHUS WM YAAJICHHS KOMIBIOTEPHBIX BHUPY COB.
[TporpamMel-nionuaru. OBpUCTUYECKHE aHAIN3ATOPHI.

@®opMyITMPOBKM TIPUBEIACHHBIX BBIIIC TEM SBISIOTCS TPUMEPHBIMA H MOTYT OBITh
M3MEHEHBI. MI3MeHeHHs coriacyloTcs ¢ mpernoiaBareneM, BeAyIM JucuuminHy. Kpome storo,
o0yyJaronuecst MOT'yT Mpeaiiarath COOCTBEHHBIE TEMBI JUIS HCClIeAOBaHMs. VIHUIIMAaTHBHEBIE TEMBI
TaK>Ke COTJIACYIOTCS C IIPEMo/IaBaTeIeM.

B npornecce u3yueHus Kypca KakIblii JODKEH MOATOTOBUTH pedepaT, KOTOpwld Oyaer
3aCYMTaH MpernoaaBaTesieM, BeNYIIUM JUCIUILTIHY.

OnenuBas pedepar, mpernogaBaTesns odpamaeT BHUMaHUe Ha:

— COOTBETCTBHE COJEepKaHUsI BELIOpAaHHOH TeMe;

— OTCYTCTBHE B TEKCTE€ OTCTYIJICHHH OT TEMBI,

— COOJIIOJIGHHE CTPYKTYpbl pabOThl, YETKOCTh M3JOXKEHHs U O00OCHOBAHHOCTH
BEIBOJIOB;

— yMeHue paboTaTh C HAYYHOH JIUTEPATYPOH - BBIUJICHATH IPOOJIEMY U3 KOHTEKCTa;

— YMEHUE JIOTHYECKU MBICIUTH;

— KyJIbTypy MHCbMCHHOU pevH;

— yMeHue o(OpMIATh HAy4YHBIA TEKCT (IpaBHIbHOE NMpHUMEHEHHe U odopmiieHue
CCBLJIOK, COCTaBlieHHe Onbnmmorpaduu u T.1.);

— YMEHHUE MPAaBWIbHO MOHATH MO3MUIMI0 aBTOPOB, pabOTBHl KOTOPBHIX HMCIOJIb30BAINCH
IpH HamKMcaHuu pedeparta;

— CcmocoOHOCTh BEpHO, 0Oe3 UCKaXEHUs TMepenaTh HCIONb3YEeMbId  aBTOPCKUM
MaTepHa;

— cobmoenue oobema paboThl;

— COOTBETCTBHE yCTAaHOBJICHHBIM MpaBuUiiaM o(opmMiieHus: paboThI;

— aKKypaTHOCTH M MIPAaBUJIBHOCTh TEXHUYECKOTO BBITIOJHECHUS pAOOTHI.

TpeboBaHus K OQOPMIICHHUIO U COJAEP)KAHUIO MUCHbMEHHOW palOoThl coaepxkarcsi B
«MeToau4ecKuX peKOMeHIalusAX M0 HalMCaHuIo pedepaTar.

KypcoBbie u KOHTposIbHBIE paOOThl HE TpexycMOoTpenbl YII.

8. IEPEYEHB BOITIPOCOB K K3AMEHY (3AYETY)

Ne D opMyJIHPOBKA BONIPOCca
3alaHHA
1 [Tonstue nHpopmManuoHHOM 0e300aCHOCTU
2 OCHOBHBIE COCTaBIIAIONIME HH(OPMAITMOHHOM 0€301acHOCTH
3 OCHOBHBIE ONpEeICHUs U KPUTEPUH KiacCu(pUKauu yrpo3
4 Knaccudukanys THIOBBIX YaJICHHBIX aTaK
5 OCHOBHBIE TOHSATUS MPOrPAMMHO-TEXHUYECKOTO YPOBHA HH(OpMAIMOHHON

0€30MacHOCTU

6 Cepsuc 6e30nacHOCTH UeHTH(UKALIUS U ayTeHTH QUKL
7 CepBuc 6€30MaCHOCTH YIIPABIICHUE JOCTYIIOM
8 CepBuc 6€301acHOCTH NPOTOKOIMPOBAHUE U AyJUT
9 Cepsuc 6e3onacHOCTH U (ppoBaHHe
10 CepBuc 6€30MaCHOCTH KOHTPOJIb IIEJIOCTHOCTH
11 CepBuc 6€30mMacHOCTH SKPaHUPOBAHNE
12 CepBuc 0€30MacHOCTH aHAIN3 3alUIIEHHOCTH
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13 CepBuc 6e30nacHOCTH 00ecreueHrne 0TKa30yCTOWYUBOCTH

14 Cepsuc 6e3onacHocTH obecrnedeHne 6€30MacHOr0 BOCCTAHOBIICHUS

15 CepBuc 6€30MaCHOCTH TYHHEIUPOBAHHE

16 CepBuc 6€301aCHOCTH yIpaBJIeHUE

17 Knaccudukaius Bupycos

18 CpencrTBa aHTUBUPYCHOM 3aIIUTHI

19 Tunoas ynaneHHas ataka "AHanu3 ceTeBoro Tpaduka"

20 TunoBas ynaneHHass artaka "[lonMeHna [OBepeHHOro OO0BEKTa WM CyOBEKTa
pacrnpeieeHHOM BBIYU CIUTEIbHONU CUCTEMBI"

21 TunoBass ynaneHHas aTaka "BHenpeHue B paclpenesieHHYIO BBIYMCIUTEIbHYIO
CHCTEMY JIO)KHOTO 00bEKTa IMyTEM HaBsI3bIBAHMSI JIO)KHOTO MapuIpyTa"

22 Tunosas ynanennas araka "OTka3 B o0cinyxuBaHun"

23 Jloxupiii ARP-cepBep B cetu Internet

24 Jloxupiii DNS-cepsep B cetu Internet

25 Hagsi3piBaHME XOCTY JIOKHOI'O MapuipyTa ¢ MCIojib30BaHHeM mpotokosa ICMP c
LIeJIBIO CO37aHMsl B ceTu Internet 10)HOro MapipyTuzaTopa

26 [Tonmena ogHoro u3 cyobekToB TCP-coequnenus B cetu Internet

27 [TpuunHbI ycriexa yJajaeHHBIX aTak Ha paclpeielleHHble BBIYMCIUTEIbHbIE CUCTEMBI

28 Kpunrorpadus

29 Kakue nemum npecnenyer kpunrtorpadusa? IlepedrcivTe OCHOBHBIE AT OPHUTMBI
Kpunrorpaduyeckux npeodpa3oBaHui

30 [TepeunciuTe OCHOBHBIC METOJbI KPUIITOI'PAPHUECKOW 3aIUThl MHPOPMAIMH B
KOMITBIOTEPHBIX CHCTEMAaxX U CETIX

31 Kak knaccuunupyrores cpecTBa Kpuntorpadudeckoid 3amuTsl HHGopMaIun?

32 Ilepeunciute OCHOBHBIE CXEMbI HJICHTU(DHUKAIIUHU 10JIb30BATENS

33 [IpenmyiecTBa 1 HEAOCTATKH ACUMMETPUYHBIX KpunrocucteM. C Kakoi LENbI0 B
aCMMMETPHYHBIX KPUIITOCHCTEMaX UCIOJIB3YIOTCS JABa Kitoua?

34 Kak obecriednBaeTcsi KpUNTOCTONKOCTh ACHMMETPUYHBIX KPUITOCHUCTEM?

35 KakoBo ocHoBHOe Ha3HaueHue Xd1I-QyHKIUU? KakoBbl OCHOBHBIE MPHUHIIMIIBI
dopmupoBanus xsul-pynkuun? Kakumu cBoiicTBamMHM JODKHA 00JanaTh XdII-
(GYHKLMSI, MCIIOJIb3YEMas B IpoLecce ayTeHTU(pUKauuu?

36 I'ne m ¢ Kakol LeNbl0 UCHOJb3YETCA DJIEKTPOHHAs LHUQpOBas MOANUCH?
[lepeunciute OCHOBHBIE ATaIlbl (POPMUPOBAHUS JIEKTPOHHONW LU(POBOM MOJIUCH.
Kakumu cBoiictBamu pgomkHa 00JIagaTh AJIEKTPOHHAs MUGpOBas MOAMKUCH?
[lepeunciute OCHOBHBIE AJFOPUTMBI JIEKTPOHHON LU(POBON NOAIUCH U YKAXKUTE
Ha UX IPUHIUIHAIbHBIC OTINYHUS

37 JlocTonHCcTBa GMOMETPUYECKUX CIOCOOOB MJIEHTHU(MHUKALUMU U ayTeHTU(DUKALMU 110
CPaBHEHHUIO C TPAJUIIMOHHBIMU

38 [Tepeuncnure GyHKIUMN 1 KOMIIOHEHTHI ceTi VPN

39 Knaccuumupyiite VPN 1o cnoco0y TeXHHUYECKOW peanu3alud U apXUTEKType
TEXHUYECKOT0 pelIeHus

40 KaxkoBbI crioco0bl 3a1uThl HH(GOPMALIUK IPU MEKCETEBOM B3aUMOIEHCTBUU?

41 Cranpaptsl B HHGOpMalmoHHo# 6e3onacHoctu. [loHATHE CTaHapTa.

42 Knaccugukanuss crangaproB B o0jactd  HMHGOPMAIIMOHHOM 0€30MacHOCTH.
"OpanxeBas KHUra', ee CTpyKTypa U rPYIIIbI KJACCOB 3aUIMIIEHHOCTH.

43 Cranmaptr ISO/IEC 15408 "Kputepuu omeHku 0€30macHOCTH WH(pOPMAIlMOHHBIX
TEXHOJIOTH1"

44 AJIMUHUCTPATUBHBIA  ypoBeHb HUHGOpManMoHHOW Oe3omacHocTH. OCHOBHBIE

nonsatus. [lomutrka 6e3onacHoctu. [Iporpamma Ge3onacHocTH
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45 CepBuchl 6€30MaCHOCTH

46 Knaccudukanus yaaneHHbIX aTak Ha pacnpe/elIeHHbIe BEIUNCIUTENbHbBIE CUCTEMBI
47 [TonaTre THIOBOM yAaJIe€HHOM aTaK1

48 Knaccuueckue BUpychbl

49 TpostHCKHE TpOorpamMMBbl

50 CerteBble 4epBU

9. CAMOCTOATEJIBHASA PABOTA CTYAEHTOB

Conepxanue, TpeOOBaHUS, YCIOBUS U TOPSIOK OPraHU3AI[UU CAMOCTOSITEILHOW PabOThI
oOyuaromuxcsi ¢ yueroM (GopMbI 00ydeHHs ONPENEIIOTCS B cOOTBeTCTBHU ¢ «llosokeHnem 00
OpraHu3alMi CaMOCTOSATEIbHONH paboThl O0YyYaIOUIMXCA», YTBEPIKIECHHBIM YYEHBIM COBETOM
Yal'V (mporoxon Ne8/268 ot 26.03.2019 r.).

®dopma 00yueHUs — ouHAsL.

®opma
Bua camocTosiTeqibHOM PadoThI KOHTPOJIS
(npopabomra yueonozo mamepuana, | Oobem (nposepka
Ha3zBaHue pa3iesioB u TeM peuenue 3a0au, pegpepam, 00K1a0, B peuieHus
KOHMPOAbHAS paboma, no020moska k | dacax 3a0ay,
coaue 3auema, 3K3ameHa u op.) pegepama u
op.)

1. Beenenue B — IIpopaboTtka yueGHOrO MaTepuaa ¢ TECCTUPOBAHUE,
nH(}OpPMAITMOHHYIO MCII0JIb30BAaHUEM PECYPCOB yueOHO- pedepar,
0€30I1aCHOCTb. METOJIMYECKOTr0 U HH()OPMAITMOHHOTO 10 SK3aMeH

o0ecreueHus JUCIUTIIHHBL

— TloaroToBka K TECTUPOBAHUIO;

— TloaroroBka K ciade 3Kk3aMeHa
2. OGecnieueHue — TIpopaboTka yueOHOro Marepuaa ¢ TECTUPOBAHMUE,
UH()OpPMaLMOHHOH UCIIOJIb30BAaHHUEM PECYpPCOB yueOHO- pedepar,
0e30MacHOCTH Ha METOANYECKOro U HHPOPMAITMOHHOTO 6 9K3aMEH
3aKOHOAATCIIbHOM obecrneueHus JUCIUAIINHEL
YPOBHE. — TloaroToBka K TECTHPOBAHUIO;

— [IloxroroBka K cnaye sK3aMeHa
3. OGecneuecHue — IIpopabotka yueGHOr0O MaTepuaia ¢ TECTUPOBAHUE,
nH(pOpMaIIMOHHOMN MCII0JIb30BAaHUEM PECYPCOB yueOHO- pedepar,
0e30macHOCTH Ha METOJIMYECKOTr0 U MH()OPMAIITMOHHOTO 5 9K3aMCH
aIMUHUCTPAaTUBHOM oOecrieueHust TUCITUTUIHHBI,
YPOBHE. — IloaroToBka K TECTUPOBAHUIO;

— TloaroroBka k ciaye sK3amMeHa
4. ObecneucHue — IIpopaboTka yueGHOro MaTepuaa ¢ TECTHPOBAHHE,
HMH(pOPMaAIIMOHHOM UCIIOJIb30BAaHUEM PECYpPCOB yueOHO- pedepar,
0€e30aCHOCTH Ha METOJIMYECKOr0 U HH()OPMAIIMOHHOTO 4 JK3aMeH
MPOLETyPHOM YPOBHE. oOecrieueHust TUCITUTUIHHBI,

— TloaroToBka K TECTUPOBAHUIO;

— TloaroroBka K ciaue sK3aMeHa
5. [IporpammuoO- — TIpopaboTtka yaeOHOro MaTepuaa ¢ TECTUPOBAHHUE,
TEXHUYECKHE CPEeACTBA HCI0JIb30BaHUEM PECYPCOB yUeOHO- 10 pedepar,
obecreueHuns METOJIMYECKOTr0 U HH(HOPMAITMOHHOTO OK3aMCH
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uHpOopMaIMOHHON obecrieueHus JUCIUIIINHEL,
0€30MMacHOCTH. — IloaroroBka kK TECTUPOBAHUIO;

— TloaroToBka K caayue dK3aMeHa

®dopma 00yuUeHUSI — 3a0UHASL.
dopma
Bua camocTosiTeibHOM padoThI KOHTPOJISA
(npopabomra yueonozo mamepuana, | Oobem (nposepka
Ha3zBanue pa3jiesioB H TeM peutenue 3a0au, pepepam, 00K1A0, B pewienus
KOHMPOAbHAS paboma, n0020mosKa K | dacax 3a0au,
coaue 3auema, 3K3ameHa u op.) peghepama u
op.)

1. Beenenue B — IIpopaboTtka yueOHOrO MaTepHaa ¢ TECTUPOBAHUEC,
MH(pOPMALIMOHHYO UCIOJIb30BaHUEM PECYPCOB YyUeOHO- pedepar,
0€30IMacHOCTb. METOJIMYECKOTr0 U MH()OPMAITMOHHOTO 20 9K3aMEH

o0ecCIIeUeHUS UCIHUILINHbI,

— TloaroToBka K TECTUPOBAHUIO;

— TlonroroBka Kk cnaye sK3aMeHa
2. Obecnieuenne — IIpopaboTtka yueOHOro Marepuaa ¢ TECTUPOBAHMUE,
MH()OPMAMOHHOH HCII0JIb30BaHUEM PECYPCOB y4eOHO- pedepar,
0€301acHOCTH Ha METOANYECKOro ¥ HHPOPMAIIMOHHOTO 20 9K3aMCH
3aKOHOJATEIIbHOM obecrneueHus JUCHUNINHEL
YPOBHE. — TloaroToBka K TECTUPOBAHUIO;

— TloaroToBka K caayue dK3aMeHa
3. OGecrieyenue — IlpopaboTtka yueOHOro Marepuasa ¢ TECTUPOBAHME,
MH(pOPMAIIMOHHOM CIIOJIL30BAHMEM PECYPCOB YUEOHO- pedepar,
0e301acHOCTH Ha METOJIMYECKOTr0 U MH()OPMAITMOHHOTO 20 9K3aMCH
AIAMHUHHUCTPATHBHOM obecrneueHus JUCIUAIINHEL
YPOBHE. — IloaroToBka K TECTHPOBAHUIO;

— TloxroroBka K cmaye sK3aMeHa
4. ObecricueHue — IIpopaboTka yueOHOro Marepuaia ¢ TECTUPOBAHUE,
nHpOopMaIMOHHON HCI0JIb30BaHUEM PECYPCOB yUeOHO- pedepar,
0e30macHOCTH Ha METOJIMYECKOro U MH(POPMAIITMOHHOTO 20 9K3aMCH
MPOLIEyPHOM YPOBHE. obecreueHus TUCIUTUTHHEI;

— TloaroToBka K TeCTUPOBAHUIO;

— TloaroToBka K cjaue dK3amMeHa
5. IIporpammHo- — IIpopabotka yueGHOrO MaTepuaa ¢ TECTUPOBAHUE,
TEXHUYECKHUE CPEeACTBA MCII0JIb30BAaHUEM PECYPCOB yUeOHO- pedepar,
obecrnieueHUs METOJIMYECKOro U MH()OPMAITMOHHOTO 12 9K3aMCH
HH(l)OpMaHI/IOHHOI?'I obecreueHust JUCIHUTIIINHBI,
0€30MacHOCTH. — TloaroroBka K TECTHPOBAHHUIO;

— TloaroToBka K ciade 3K3aMeHa

MeToanveckne yKkazaHus Ajs 00y4alOUIUXCs 110 0CBOCHHUIO AU CHMIIIMHBI
{11 KadyecTBEHHOrO YCBOEHMsl CTyACHTaMM Marepuajga Kypca IpH BBIIIOJIHEHUH HMH
WHIMBUIYalbHBIX 3a/laHUi HE0OXO0AMMO, 4TOOBI BCe pabOThI BBIMONHSINCH CTYACHTAMH I1OCTe
MIPOPa0OTKU COOTBETCTBYIOLIErO JIEKIIMOHHOrO Marepuana. OCHOBHasl 3ajaya IO OpraHM3aluu
y4eOHOro Tporecca 1Mo JaHHOH IUCHUIUIMHE CBOAUTCS K 00ECIIEYEHUIO0 PaBHOMEPHOM aKTHBHOM
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paboThl CTYJEHTOB HaJl KypcoM B TeueHue Bcero ydeOHoro cemectpa. CTYIEHTHI JOKHBI
peryJisipHO npopadaTheiBaTh Kypc IPOCIyIIaHHBIX JIEKIUI, TOTOBUTHCS K 3aHATHAM. |11 KOHTpOIIs
KayecTBa yCBOEHHs y4eOHOro MaTepuaa CTyA€HTaMH ClielyeT IPOBOIUTH OMPOCHI IO W3Y4YEHHOM
Teme. s 10JIrOBpEMEHHOrO 3allOMUHAHMS HM3Y4YEHHOIO MaTepuasa ClIeNyeT yBsI3bIBaTb BHOBB
M3y4aeMble BOIIPOCHI C MATEPUAJIOM MPEIBITYIINX TEM, 100UBAThCS IPEEMCTBEHHOCTH 3HAHUM.

[Ipy BBITOMHEHUM 3a/JaHUN, BBIHECEHHBIX HAa CaMOCTOSITEIbHOE H3ydeHHE, HEOOXOIUMO
Hapsay ¢ OubnmoredHpIM (DOHIOM TIOJIB30BATHhCA PA3IMYHBIMA WCTOYHUKAMH 3HAHUMH,
pa3MeleHHbIMU B ceTH HTepHeT.

[Tpu n3ydeHun JaHHOTO Kypca CTyIeHTaM MPECTOUT BHIMOIHUTE CIeAYyIOIUe BUABI paboT:

— AHanu3 TeopeTHUeCcKOro MaTepuaia;

— IIpopaboTka JEeKIIMOHHOI0 MaTepHana;

— DBrinonHeHue npakTHYECKUX 3a4aHUN (J1abopaTOpHBbIE padOThI);
— IloaroroBka Kk TECTUPOBAHMIO.

Jlexyuonnvle 3auamus

JleKuMOHHBIE 3aHATUS JKENATENBbHO IIPOBOAMUTH C IPUMEHEHUEM JAEMOHCTPALIMOHHOIO
matepuana — npeseHtauuu Jsekuumid Ha IIK ¢ mpoektopom. C  y4eToM COBpPEMEHHBIX
BO3MO)KHOCTEH, JKEIaTeNlbHO OOeCIeunBaTh CIymiaTeNiel pa3gaToyHbIM MarepuasioM Ha 1-2
JeKUMHU Briepes. MaTtepuall 3TOT JOJKEH HOCUTh WILTFOCTPATUBHBIN XapakTep (CXeMbl, TpapuKu) u
HU B KOEM Cilydyae He IOAMEHATh KOHCIIEKTa, KOTOPbIM CllylaTelb JOKEH COCTaBIIAThH
CaMOCTOSITEJILHO.

IIpaxmuueckue 3anamus

Ha npakThueckux 3aHATHAX PEIIAOTCS 3a1a4d TEOPETHUECKOro M IMIPUKIIAJHOIO XapaKTepa,
B TOM YHCIIE, BBINOJHAIOTCS JlabopaTopHble paboThl. [locie Kakaoro MpakTUYECKOro 3aHATHUS
cliefyeT BbIJaBaTh 3aJlaHME Ha CaMOCTOSTEIbHYI0 paboTy, a Ha CIEAYIOIIeM 3aHATHH
KOHTPOJMPOBAaTh €ro BBIMOJHEHHWU. Tarke Ha MPAKTHUYECKUX 3aHATHSIX CIIeIyeT MPOBOAMTH
TECTUPOBAHUE CTYACHTOB.

Texywuti Konmpoao

Jng  Tekymiero KOHTpOJIL YCIIEBAEMOCTH (IO OTAEIbHBIM pa3jienaM JUCLUIUIMHBI) U
MIPOMEKYTOYHOM aTTeCTAIlH HCIIONb3YETCsl KOMIIBIOTEPHOE TECTHPOBaHNUE, TpoBepka pedepara.

1. IlnaHupoBaHMe ¥ oOpraHu3alMs BpPEMEHHU, HEOOXOAMMOro Uil CaMOCTOSITEIHLHOIO
W3YYEHUS AUCIUILTUHBL.

Pexomenayercs crnemyrommM 00pa3oM OpPraHM30BaTh BpeMs, HEOOXOAMMOE IJISI W3yUeHHS
JUCLMILIMHBL

— H3yueHue KOHCIIEKTa JIEKIUU B TOT )K€ J€Hb, ITociie jekuun: 30 MuHyT- 1 gac.

— H3yueHue koHcHeKTa JIEKIMHU 3a J€Hb Nepex ciuenyomei jekuuei: 30 munyr- 1
qac.

— H3yudenue TeopeTHuecKoro marepuaia Mo y4yeOHMKY M KOHCIEKTy: 1-2 uaca B
HEJIEIIO.

— TloaroroBka k abopaTopHoMy 3aHsATHIO: 30 MUHYT - 1 yac.

— H3ydeHue OMOIHUTENBHBIX HCTOYHUKOB, B TOM YHCJIE, B JIEKTPOHHOH (opme: 1-2
qaca B HEZEIIIO.

— Bcero B Hegemo: 1-3 gaca.

2. Meronuyeckue pEeKOMEHJAIMM 10 IOATOTOBKE K MPAaKTUYECKUM (1a00opaTOpHBIM)
3aHATUSAM.

[To nmaHHOMY Kypcy MHpenycMOTpeHbl JabopaTopHble 3aHsTusA. [lpu mOATrOTOBKE K
Ja00paTOPHBIM 3aHATUSAM CIEAYET H3YyYUTh COOTBETCTBYIOLIUI TEOPETUUECKUN MaTepuan Io
U(PPOBOM HKOHOMHUKE, IEKTPOHHOH KOMMEpPLHH, IEKTPOHHOMY OM3HECY WM 3JIEKTPOHHBIM
IUIATeKHBIM CHcTeMaM. TeopeTndeckuil MaTepuan Kypca CTaHOBHUTCS Oosiee IOHSATHBIM, KOTJa
JIOTIOTHUTENBHO K MPOCITYIIMBAHUIO JIEKIIMM U W3YYEHHUIO KOHCIIEKTa, W3Y4aloTCS W KHUTHU TIO
COBPEMEHHBIM MH(OPMAIIMOHHBIM TEXHOJIOTHSIM.
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HeoOxogumo u3yunTh 71a0OpaTOpHYIO pabOTy MNPEABIAYIIEro 3aHSITHS W BBUSICHUTH T
BOIPOCHI, KOTOPBIE [TOKA3aTUCh HETTOHSITHBIMH.

[Inanpl mpakTHYECKUX 3aHATUH, MX TEMaTHKa, pEeKOMEHJyemas JHMTepaTypa, Lellb U
3aJjaun ee M3y4eHHus COOOILIAaloTCs IMpernojaBaTeieM Ha BBOJIHBIX 3aHATHUSIX, B METOAMYECKHUX
yKa3aHUsX 110 JaHHOM AucuuiianHe. [IoAroroBka k NpakTHUECKOMY 3aHATHIO BKJIIOUYAET 2 dTamna:
i1 - opraHM3aIMOHHBIN; 21 - 3aKperyieHHe U YriyOJeHHe TeopeTUYecKuX 3HaHui. Ha mepBom
JTane CTYACHT IJIAHUPYET CBOI CaMOCTOATEIbHYIO paboTy, KOTOpas BKJIOYAET: - YSICHEHHE
3aJlaHus Ha CaMOCTOSTENIbHYIO paboTy; - MoJ00p PEKOMEH10BAHHOI JINTEPATyphl; - COCTaBJICHUE
1aHa paboThl, B KOTOPOM ONPENESIFOTCS OCHOBHBIE MYHKTBI MPEACTOSIIEH MOATOTOBKH.
CocraBnenue miaHa JUCHUIUIMHUPYET U MOBBIIAET OPraHW30BaHHOCTh B padote. Bropoit atan
BKJIIOYAET HEMOCPEACTBEHHYIO IOATOTOBKY CTyJIEHTa K 3aHATUIO. HaunmHaTe Hajgo ¢ M3ydeHus
pEKOMEHJ0BaHHOW nuTepaTypel. HeoOXonuMo NOMHHUTB, 4YTO Ha JIEKIUUM  OOBIYHO
paccMaTpHBaEeTCsl HE BECh MaTepHall, a TOJIbKO ero 4acTb. OcTaiabHasi €ro 4acTb BOCIOJIHAETCA B
polecce CaMOCTOSATENbHON paboThl. B cBsi3n ¢ 3TM paboTa ¢ peKOMEHI0BaHHOM JIUTEepaTypoi
obs3atenbHa. Oco0oe BHUMaHME IIPU 3TOM HEOOXOJUMO OOpaTUTh Ha COAEPXKaHME OCHOBHBIX
IIOJIO’KEHUH U BBIBOJIOB, 00BSICHEHHE SIBJIEHUN U (PAKTOB, YSICHEHHE NPAKTUYECKOI'0 NPHIIOKEHUS
paccMaTpUBaeMbIX TEOPETHMUECKUX BOMpocoB. B mporecce 3Toil paboThl CTYAEHT OJKEH
CTPEMUTBCSI IOHATH W 3allOMHUTh OCHOBHBIE IIOJIOXKEHHS paccMaTpUBAEMOro MaTepuana,
IpUMEPHI, MOSACHSIOIIUE €ro, a TAKXKe pa300paThCcs B UIUIIOCTPATUBHOM MaTepualie. 3aKaHUYUBaTh
HOATOTOBKY CJIEYeT COCTAaBICHHUEM IlJIaHa (KOHCIEKTa) IO U3ydyaeMoMy MaTtepuaily (BOIpocy).
OTO MO3BOJSET COCTABUTH KOHLEHTPUPOBAHHOE, C)KAaTOE IPEIACTABIECHHUE 110 H3y4aeMbIM
BompocaM. B mporecce MOATOTOBKM K 3aHATUSIM PEKOMEHIYETCSl B3aUMHOE OOCYXICHHE
MaTepuaia, BO BpeMsi KOTOPOro 3aKpeIUIloTCs 3HaHUS, a TakKe NMpuoOperaeTcsl MpakTUKa B
U3JI0KEHUU M Pa3bsICHEHUU IONYYEHHbIX 3HaHUM, pa3BuBaeTcs pedb. [Ipu HeoOXxomumocTu
cnenyer oOpam@aTthCcs 3a KOHCYJbTAllMeW K TMpernogaBaremto. Mnasi Ha KOHCYJbTAIMIoO,
HEOOXOIMMO XOpOIIIO MPOAYMaTh BOIPOCH, KOTOpBIE TPEOYIOT pa3bsCHEHUs. B Havasne 3aHATHS
CTYZIEHTBI IO/ PYKOBOJACTBOM IIpernojaBaTensi 0ojiee ITyOOKO OCMBICIMBAIOT TEOPETUYECKUE
MOJIO’KEHUS 110 TeMe 3aHSTHUS, PACKPHIBAIOT U OOBSCHSAIOT OCHOBHBIE MOJIOKEHUS MYOINYHOTO
BBICTYIUJIEHUS. B mporecce TBopueckoro oOCy AeHUS U AUCKYCCUU BbIpaOaTHIBAIOTCA YMEHUS U
HaBBIKM HCMOJb30BaTh MNPHOOPETEHHBbIE 3HAHMUS JUIS PaA3JIMYHOrO poja  OpPaTOPCKOM
JESITEIbHOCTU. 3alUCH HMMEIOT IEPBOCTENEHHOE 3HAYEHHME JUIsl CaMOCTOSITENbHOM padoThl
cTyAeHTOB. OHU MTOMOraroT MOHATH MOCTPOEHUE M3Y4aeMOro MaTepuala, BbIIECIUTh OCHOBHBIE
MIOJIO’KEHUS, MPOCIEANTh UX JIOTUKY U TEM CaMbIM IPOHUKHYTb B TBOPYECKYIO JIAOOpATOPHIO
aBTOpa. Benenue 3ammcell crnocoOCTByeT NpeBpallleHHIO YTEHUS B aKTUBHBIA Ipolecc,
MOOMIIM3YET, HapsAAy €O 3PUTENbHOW, U MOTOPHYIO HamsTh. ClielyeT MOMHHUTb: y CTY/EHTa,
CHUCTEMAaTU4YEeCKH BEAYILEro 3alMCH, CO3/1aeTCsl CBOW HMHIMBUAYAIbHbIM (DOHJ MOACOOHBIX
MaTepuaiaoB il OBICTPOrO MOBTOPEHMsI MPOYUTAHHOIO, I MOOMIM3ALUU HAKOIJIEHHBIX
3HaHUNi. OcOOEHHO Ba)KHbI U MOJIE3HBI 3alIMCH TOTJa, KOIrjla B HUX HAXOJAT OTPa’KEHUE MBICIIH,
BO3HUKIIME IPH CaMOCTOSTENbHOM paboTe. BaxHO pa3BuBaTh y CTYJEHTOB YyMEHHUE
COIIOCTaBJIATh MCTOYHMKH, IPOAYMBIBaTh HM3ydaeMblii MaTepuasn. bosblioe 3HaueHHE HMEET
COBEPIIECHCTBOBAHUE HABBIKOB KOHCIEKTUPOBAaHUA Yy CTyneHToB. IIpemomaBatens Moxer
PEKOMEHI0BaTh CTyJIEHTaM CIIAyIoIllue OCHOBHbIE (OpMBI 3amucu: IaH (IPOCTOM U
pa3BEpHYTHI), BBIMUCKH, TE3UCHI. Pe3yIbTaThl KOHCIEKTHPOBAHUS MOT'YT ObITh IIPEJCTABIICHBI B
pa3nuuHbIX ¢opmax. [1naH - 3T0 cxema MPOYUTAHHOrO MaTepuana, KpaTKui (UM HoJpOOHBIN)
nepedeHb BOMPOCOB, OTPAXKAIOIIUX CTPYKTYpPY M IOCIEAO0BaTeIbHOCTh MaTepuana. IloapolOHo
COCTaBJICHHBIN IJIAH BIIOJHE 3aMEHsET KOHCNEKT. KoHcmekT - 3To cucTeMaTu3MpOBaHHOE,
JIOTMYHOE H3JI0KEHN € MaTepuaia HCTOUYHUKA. PaznuaroTcs yeTblpe TUIla KOHCIIEKTOB:

— IlnaH-KOHCHEKT - 3TO pa3BEpHYTHIM JETaIU3UPOBAHHBIM IJIaH, B KOTOPOM
JOCTAaTOYHO MOAPOOHBIE 3aMUCH MPHUBOISTCA MO TEM IYHKTaM IUIaHa, KOTOpbIE
HY>KIAIOTCS B ITOSICHEHUU.
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— TekctyanabHBIA KOHCIEKT - 3TO BOCIIPOM3BEACHNE HAan00JIee BaXKHBIX MOJIO0KEHUHN U
(akTOB UCTOYHHKA.
— (CBOOOIHBII KOHCHEKT - 3TO YETKO U KpPaTKo c(OpMYJIHMPOBAHHbBIE (M3JI0KEHHbBIE)
OCHOBHBIE€ ITOJI0OXKEHUS B pe3yJbTaTe INIyOOKOro OCMBICIMBaHUS MaTepuana. B Hem
MOTYT MPUCYTCTBOBATh BBIMUCKHU, IIUTAThI, TE3UCHI; YACTh MaTepuana MOXKET ObITh
MpeCTaBJIeHA IJIAHOM.
— Tematudeckuii KOHCIEKT - COCTABISETCS HA OCHOBE M3YYEHHUS Psiia MCTOYHUKOB U
naet 6oJsiee UM MEHEee UCUYEPIIBIBAIOIINM OTBET M0 KaKOH -TO cxeme (BOIpocy).
3. I'pymnnoBast KOHCYIbTAIIHS
Pa3psicHeHMEe SBIISETCS OCHOBHBIM COJE€p)KaHUEM JaHHOW (OpMBI 3aHATHI, Hamboiee
CIIO)KHBIX BOIPOCOB M3y4aeMoro MporpaMMHOro wmarepuana. lLleap - MakcumanbHOE
npuOIMKeHUe O0y4YeHMs] K IMPAaKTUYECKUM HHTEpecaM C y4eToM HUMerouleiicss nHpopMauuu u
SBJIIETCSL PE3yJIbTAaTUBHBIM MaTepHajoM 3aKperyieHus 3HaHui. ['pynmoBas KoHCyJbTalus
IIPOBOANTCS B CIEIYIOLIMUX CIydasX:
— Korja HeoOXOAMMO IOAPOOHO PAacCCMOTPETh MPAKTUYECKHUE BOIPOCHI, KOTOPbIE
OBbUIM HEJOCTATOUYHO OCBEIEHBI UJI COBCEM HE OCBEILEHBI B IIPOLIecCce JIEKIIUH;
— C LeJbI0 OKa3aHMs MOMOIIM B CaMOCTOATEIbHOW pabore (HamucaHue pedepaTos,
BBITIOJTHEHUE KYPCOBBIX PabOT, c1aua HK3aMEHOB, MOJAT0TOBKA KOH(EPEHITNH);
— €CIIM CTYAEHTBI CaMOCTOSITEJIbHO M3y4al0T HOPMAaTUBHBIN, CIIPaBOYHBIA MaTepua,
MHCTPYKLUH, TIOJI0KEHHUS.

10. YYEBHO-METOJINYECKOE 1 TH®OPMAIIMOHHOE OBECITEYEHUE
JUCHUIIIAHBI
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OcuoBuas auTeparypa:

1. 3enkos, A.B. Uudopmaunonnas GesonacHocTh M 3aliMTa HHGpOPMALKH :
yue6Hoe nocoGue s By3os / A. B. 3erkoB. — Mocksa : W3parenscreo IOpaiir,
2022. — 104 ¢c.— (Boiciiee obpasosanue). — ISBN 978-5-534-14590-8. —
Texer : anextponsiii // O6pazosatenshas mniaardopma IOpaiit [caiiT]. —
URL: https://urait.ru/bcode/497002

2. Cysoposa, I'. M.Uudopmannonnas 6e30macHoOCTb ! yuyeGHOe mocobue s
sy30B / 'anuna Muxaiinosna ; I'. M. Cysoposa. - Mocksa : IOpaiir, 2023. - 253 c.
- (Boiciee o6pasosanne). - URL: https:/urait.ru/bcode/5 19780

JIONOJIHATEILHAS JINTEpaTypa:

|. BuykoB, A.A. 3ammra uHpopmauun B OAHKOBCKHX CHCTEMAX : yaeGHOe
nocobue ans By3oB/ A.A.BHykoB.— 2-e H3A., HCrnp. ¥ JOM. — Mocksa :
Usnatensctso HOpaiit, 2022. — 246 ¢. — (Beiciuee o6pazosanue). — ISBN 978-
5-534-01679-6. — Texcr : anextponHsii // ObpasoBare/ibHas nnardopma FOpait
[caitt]. — URL: https://urait.ru/bcode/490278

2 .I'ponzencknii, SI.C.Mudopmaunonnas 6e30nacHOCT : yueGHoe mocobue / Sl
C. I'pomsenckwii ; Iponsenckuii 51.C. - Mocksa : PI'-Ipecc, 2020. - 144 c. - URL:
https://www.studentlibrary.ru/book/lSBN9785998808456.html

3.Kopabensuukos, C.M. Ilpecrynnenns B chepe  MHPOPMALHOHHOH
BesonacHocTH : yuebHoe nocobue s By3os / C. M. KopaGenbHHKOB. — Mocksa :
Wsnarensctso IOpaiit, 2022. — 111 ¢. — (Bsiciuee o6pasoanue). — ISBN 978-
5.534-12769-0. — Teket: 2nexkTponHbIi / O6pasosaTensHas miargopma IOpaiit
[caitt]. — URL: https://urait.ru/bcode/496492

YyebHo-meToAHYECKas:

1. CkoBukoB, A. I'. Meroauyeckne yKasaHus A caMOCTOATENbHON paboTel
cTymenToB no aucuunumHe «MHpopMalHoHHas 6e30MacHOCTE» IJISl CTYJEHTOB
cremmanpHocTd 38.05.01 «OkoHOMHYeCcKas 6€3011aCHOCTBY (cneumanutet) / A. I'.
Cxosukos : Y'Y, U2ub, Kad. uudpoBoi 3KOHOMHMKH. - DNEKTPOH. TEKCTOBBIE
pan. (1 ¢aitn : 431KB). - Viessosek : Yal'V, 2018. - 3arn. ¢ JKpaHa. -
Heony6nukoBauHbiii pecype. - Pexum joctyna: OBC VYal'Y. - Teker :
nexTpoHHblil. - URL: http:/lib.ulsu.ru/MegaPro/Download/MObject/2688

["naB. 6u6nuorekaps / Conocosa M.H./ W / /4.:13,’ 2o 3
JIonAHOCTL COTPYANHKE Hay4.Gn0A DUO NOMNKCH

0) IIporpammHoe o0ecnieyeHue:

— OnepanmonHnas cucrema Windows;
— Ilaker oducHbix nporpamm Microsoft Office;
—  VYrtumuta PGP.
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B) IIpodeccuonanbHbIe 0a3bl JAHHBIX, HHPOPMALMOHHO-CIIPABOYHBIC CHCTEMbI

[podeccnonaabnbie Gaibi TaHRBIX, HHPOPMANNOHHO-CIPABOYHBIE CHCTEMbI

L. Daexrponno-Gubanoreunnie cHCTEMBI:

1.1. lndponoit obpazonareaniniii pecype IPRsmart : anextporso-Gubanoreusas cucrema ¢
cait /' 000 Kowmanns «Aif Ilm Ap Memmas. - Caparos. [2023). - URL:
hitp://www.iprbookshop.ru. — Pesiy aocTyna: A8 3apericTpup. noablosarencil. - Tekct : anek-
TPOHHbIL.

1.2. OGpatopareasnas niaardopma HOPAHT : ofpasosareasnmit pecype. aexTponnas Gno-
muotexa : caitr / 000 aexrponnoe mizareancrso «lOPAHT». - Mockna, [2023]. - URL:
https://urait.ru. — Peany 20CTyna: 11 3aperscpup. noas3osareieii. - Texer : 2MexTpornnil.

1.3. baza xauubIX « Jaekrponsas Oudamorexa texuudecxoro BY3a (9bC «Kowncyasrant
CTVACHTAM ) : MEKTPOHHO-OMOIMOTeYHas cucrema - caitr |/ 000 «lloamrexpecypey. — Mocksa,
[2023]. — URL: https://www.studentlibrary ru/cgi-bin'mbdx. — Pexim gocryna: Lin saperucipup.
nosib3oBaresieit. — TeKeT @ MeKTPOHHbI.

1.4. Koucyawrant Bpaga. JIeKTpoHHAR MeMuMACKas Ondanorexa © Gaza JaHuLX @ cailt
000 «Bricmas Ko 2 OPranyu3aimm W YIIPARICHHS upasooxpasenneM-KoMmexcunit Meawinn-
ckuit koncarTuury. - Mocxsa, [2023]. — URL: https://www.rosmedlib.ru. - Pexnwm Joctvna: 1w
FAPCIHCTPHP. NOALIOBaTEICH. — TeRCT @ WIeKTpOHHAIA.

1.5. Boanias seamumackas OMOIMOTERE @ ACKTPOHHO-OMOIHOTEHHAN CHCTeMa © callt
000 «bykamn. — Tomek, [2023]. — URL: hitps://www.books-up.ru/ru/library/ . — Pexusm 1ocryna:
V1A 3aperueTpup. noaszosareici. — Teker @ avexrpornsti.

1.6. DBC Jlaus : 31ekTpoHAO-GrOINOTEHHAR cucTema @ calit / 000 9bC «Jlanw», — Cankr-
MerepSypr. [2023]. — URL: https:/e.lanbook.com. — Pewny J10CcTyna: A% 3aperncTpup. nouikio-
pateneit, — TeKCT : WIEKTPOHHBI#.

1.7. 9BC Znanium.com : nexTporno-ondamoreunas cucrema : caitt /| 000 «3uanuyme, -
Mockga, [2023]. - URL: http://znanium.com . — Peaiwm J0CTyna © JUIS 3aperiucTpip. noiassosare-
AeH. - TereT : MeKTpPOHHLIA.

2. Koucyastanriluoe [Daexrponnndl pecype]: cnpasounas npasosas cncrema. ' 000
«Koneynsranr Iocs - Daexrpon. aan. - Mocksa : Koncyasraatiluoc, [2023],

3. baibt 1AHHBIX HEPHOIHYCCKHN W3 TAHMNI:

3.1, eLIBRARY.RU: wayunas wiexrponnas Gudanoresa : cafit / O00 «Hayunas Snex-
Tponnas bubGmmotekarn. — Mocksa, [2023]. - URL: http:/‘elibrary.ru. — Peaus 20cTyna @ s asto-
pH3. Noab30BaTeneH, — TexeT | AeKTpoHEbIH

3.2, Daexrponnas OuGanorexa «Hinmreascexoro noma «pebesmmxons (Grebinnikon) :
AVEKTPoHHAR  OubinoTesa 000 HA «Ipebennnxoss. - Mocksa, [2023]. - URL:
https://id2.action-media.ruw/Personal/ ucts. — Peany 10CTyna @ U asTOpRY. NoJb308aTeaei. —
Texer ; wiekTponnnil,

4. ®eaepaannan rocyapersennas nndopyvanumonnas cucrema «Haunonannas riek-
Tpounas Gnbuamoresar © viektposnas Gubanorexa : caftt /| ®I'BY PI'b. - Mocksa, [2023]. - URL:
https:/136.pd. — Pexnm zoctvia : ans noassosareicit nayqunol Sutamorexn. — Teker @ aexTpon-
HLIA,

§. Poccuiickoe ofpazosanue : gerepaisuni noprat - vupeanteas OIAY «OHITOy. -
URL: hup://www.edu.ru. — Teker : aexrposnmii.

6. Iaexrponnan dubanoreanas cucrema Yal'y @ moxnyas «Daexrponnas Gubamorexan
ABHUC Mera-TTPO / 000 «/lara Ixcnpecen. — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexum 10-
CTyna : s noassosareneit nayusolt Gndimoresn. — Texer : MeKTpoHNLIA.

Cornacosano: ,/ﬂ B
Mixenep peayumi Lvpenxo 10.B. /»{ 2& of. ¢ f :{(’/ 7
“U
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11.MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJINHBI

AynuTopuM Ui TPOBEACHHS JICKIHMH, CEMUHAPCKUX 3aHSATHHA, M BBIIOJHEHUS
1abopaToOpHBIX pabOT U MPAKTHKYMOB, JIJIsl TPOBEACHHS TEKYIIETO KOHTPOJS U TPOMEKYTOUHOM
aTTecTaluy, KypCOBOTO TPOSKTUPOBAHHUS, TPYIIIOBBIX U HHINBHIyalIbHBIX KOHCYIbTAIIUH.

AyIuTOpUM YKOMIIJIEKTOBAHBI CIEIHMATU3MPOBAHHOW MeOenblo, y4eOHOW JOCKOM.
AynuTopuu JUisl IPOBEAEHUS JIEKUUH 00OpyNOBaHbl MYJILTUMEIUWHBIM O00OPYJOBAHHEM JIs
npenocraBieHuss uH@opmanuu Oonbmiod ayautopuu. llomemieHus s caMOCTOATEIbHOU
paboOTBl OCHAILlEHbl KOMIBIOTEPHOW TEXHMKOW C BO3MOXKHOCTBIO IOJAKIIOUEHHUS K CETH
«lHTEpHET» M OOECIeYeHHeM JOCTyna K DIEKTPOHHOM HH(OPMAIMOHHO-00pa30BaTeIbHON
cpene, JIeKTPOHHO-0UOIMOTEYHOM crcTeEME.

B Tom uucie:

1. Aynutopuu s TPOBEACHUS JIEKIIMOHHBIX U CEMHUHApPCKUX 3aHSITHH, OCHAIICHHbIE
POEKTOPOM, HOYTOYKOM (akTOBBIH 3a11, 703, 709, 509 u np. aynutopun).

2. Ayautopuu IS IPOBENEHUS MPAKTHYECKUX W JIA0OPATOPHBIX 3aHITUN (KOMII. KIAcChl —

aynuropuu 1K, 49, 508, 711, 605, 407). Bcero 63 pabouux mecra.

Aynurtopuu, 000py0BaHHBIC HHTEPAKTHBHBIMU qockamiu (603, 611, 502).

4. Aynutopuu IS NMPOBEACHUS TECTHPOBAHUS U CAMOCTOSTENBHON pPabOThl CTYIEHTOB C
BBIXOJIOM B MHTEpHET, KoMIl.kiacc Ne806 (kopryc mo yiu. IlymkuHckas, 4a), 1 ceppep u 16
pabo4yux MecT.

5. UYuraneHbiii 3an (aynutopus 803) ¢ KOMIBIOTEPU3UPOBAHHBIMU PAOOYMMHU MECTaMHU JJIst
paboTHI C 3TEKTPOHHBIMUA OUOIMOTEYHBIMHU CHCTEMAaMH, KaTaJIOrOM U T.J.

w

12. CIEIMAJIBHBIE YCJIOBUS AJI51 OBYYAIOIIUXCS C O PAHUYEHHBIMUT
BO3MOXHOCTAMMU 310POBbAA

B cnygae HeoOxoauMocTH, OOy4arolMMCs U3 4YHCIa JHMIl C OrpaHHYECHHBIMH
BO3MOXKHOCTSIMH 37I0POBbsl (110 3asiBJIEHHIO OOYYaroIIerocs) MOTYT IpeajaraTbcs OJHH U3
CIIEAYIOIUX BAapHAHTOB BOCHPUATHA HMHPOPMAIMM C YYETOM HX HHIAUBUAYAIbHBIX
MCUXOPU3NIECKUX OCOOCHHOCTE:

— JUJISL JIMIL C HapyIIEHUSIMU 3pEHHS: B Te4aTHOU (hopMe yBEIMUYEHHBIM mpu(TOM; B (hopme
IEKTPOHHOTO JOKyMeHTa; B (¢opMe ayauodaiina (mepeBox Y4YeOHBIX MaTepHaloB B
ayaunodopmar); B medaTHOM (opme Ha s3bike bpaiins; WHAMBHIyaJdbHBIE KOHCYJIBTAIlUU C
IpUBJIIeYeHUEM TH(IOCYpAOIIepeBOAUNKA; HHINBUIyalIbHbIE 3aJJaHHs U KOHCYJIbTAIlUH;

— s JMI C HapyLWEeHWsIMHU clyxa: B IHeyaTHOW ¢opme; B (OpMe 3IIEKTPOHHOIO
JOKyMEHTa; BUJeoMaTepuabl ¢ CyOTUTpaMu; HHAUBUAYaAIbHbIE KOHCYJIbTALUU C IPUBJICYEHUEM
CYpZOIIEPEBOAUNKA; MHANBUAYAIbHBIE 3aaHHSI U KOHCYJIbTalUH;

— s UL C HApYIIEHUSIMU OIMOPHO-ABUTATEIBHOIO ammapaTa: B me4aTHOW (opme; B
dbopme BJEKTPOHHOrO AOKYMeHTa; B (opMme ayauodaiina; HHIWBHIyalbHbIE 3aJaHUS U
KOHCYJIbTallUH.

B ciy4ae HEO00XOIUMOCTH W CIIOJIb30BAHUS B y4aeOHOM rporecce
YaCTUYHO/MCKJIIOYUTENILHO JMCTAaHLMOHHBIX O00pa30BaTEeNbHBIX TEXHOJOIHM, OpraHu3amus
pab6otsl IIIC ¢ obyuarommmucsa ¢ OB3 u mHBaIMIaMu MpeaycMaTPUBAETCS B DIEKTPOHHOM
MH(OPMAIMOHHO-00PAa30BaATENFHON CpEle C YYeTOM HMX WHAMBUIYaTbHBIX MCUXO(U3MUECKHX
0COOEHHOCTEH.

Pa3padoTunk / // aoueHT kageapol A.I'. CkoBUKOB
g

(noonucy) (Oondicnocmo) (®HO)
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1. | Buecens! usmenenus B n.10 n. a) Cnoucok | Jlyromxkun 1.B. 07.06.24r.

PEKOMEHJIOBAaHHON JINTEPATyphl, OCHOBHAas

JUTEpaTypa u JIOTIOJTHU TEITbHAS

(ITpunoxenwne 1)
2 Buecenne  w3MeHenmit B 1m.a.  B) | Jlyromkun U.B. 07.06.24r.

[Ipodeccrnonanbubie 6a3bl JAHHBIX,

MH(POPMAIIMOHHO-CIIPABOYHBIE CHCTEMBI TI.

11 «Y4eOHO-METOANIECKOe u

nH(OpPMaILMOHHOE obecrieueHue

JTUCHUILTUHBD) ¢ 0POpPMIIEHUEM TPHUIOKECHUS

2
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MuHHCTEPCTBO HAYKH U BICIIETO 0Opa3oBanust PO

. . Dopma
Y IbSIHOBCKHI TOCYIapCTBEHHBIH YHHBEPCUTET

® - Paboyast mporpamma JAUCHHUILIHHBI

puioxenue 1
OcHoBHas auTeparypa:
1.3enkoB Anapeili BsiueciaaBoBuu. MudopmammonHass 0€30MacHOCTh M 3alluTa

uHpopManuu : YuebHoe nocodue st By30B / A.B. 3eHkoB ; 3eHkoB A. B. - Mockaa :
KOpaiir, 2022. - 104 ¢ - (Beicmiee obpaszoBanme). -  URL:
https://urait.ru/bcode/497002

2. CyBopoBa I'asmna MuxaiiioBHa. MHdopmannonnas 6e30macHOCTh : YueOHOe
nocooue s By3oB / .M. CyBoposa ; CyBopoBa I'. M. - Mocksa : FOpaiit, 2022. -
253 c. - (Beicmiee oOpa3oBanue). - URL: https://urait.ru/bcode/496741

JlonoTHUTEILHAS JINTEpaTypa:

1.KopabenbuukoB Cepreii MapkoBuu. Ilpecrymiennss B chepe uHGPOPMALMOHHON
6e3omnacHocTu : YuebHoe nocodue nis By30B / C.M. Kopabenpnukos ; Kopabenpaukos C. M. -
Mocksa : FOpaiit, 2022. - 111 c. - (Boicmiee o6pazoBanue). - URL: https://urait.ru/bcode/496492
2.BHykoB AHapeii AHaToJibeBHY. 3amuTa HHPOpPMAUU B OAHKOBCKUX CHCTEMax : YdeOHOe
noco6ue 1711 By30B / A.A. BHykoB ; BHykoB A. A. - 2-e u3n. ; ucnp. u jgoi. - Mocksa : FOpaiir,
2022. - 246 c. - (Boicuiee odpazoBanue). - URL: https://urait.ru/bcode/490278

3.I'pomzenckuii, S1.C.1MudpopmanmonHas 6e30macHoCTb : yueoHoe mocodue / f. C. I'poaszeHckwmii
;  I'pomzenckuit  A.C. - MockBa : PI'-Ilpecc, 2020. - 144 c - URL:
https://www.studentlibrary.ru/book/ISBN9785998808456.html

Y4eOHO-MeTOAUYECKAA JIUTEpPATypa:

1. CkoBukoB, A. I'. MeToauyeckue ykKazaHHs JJII CaMOCTOSATEIBHONH pa0OTHl CTYACHTOB I10
mucruiuinHe  «MHpopmanmonHas 0e30macHOCTbY ISl CTYAEHTOB crernuanbHoctd 38.05.01
«OxoHomuueckas Oe3omacHocThy (cmenmanurer) / A. I'. CkosukoB ; Ynl'Y, UDub, Kad.
1 (poBOIl SKOHOMUKHU. - DIEKTpPOoH. TekcToBble AaH. (1 daiin : 431Kb). - VupaHoBck : Yal'V,
2018. - 3arn. ¢ skpaHa. - Heomy6nmkoBaHHbIH pecypce. - Pexxum noctyna: ObC Yul'V. - Tekcr :
anektponHsbIit. - URL: http://lib.ulsu.ru/MegaPro/Download/MObject/2688

I"'naBHBIN OHOIMOTEKADD /  Tonocosa M.H. / W / 06.06.2024

JIOJDKHOCTB COTpYIHUKA Hay4YHOU OMOIMOTEKH [)5(0) TOJITHCh jara
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MuHHCTEPCTBO HAYKH U BICIIETO 0Opa3oBanust PO

. o Dopma
VIbSHOBCKHI rOCY/IapCTBEHHBIH YHUBEPCUTET

@ - Paboyvas mporpamMma AUCLHILTHHBI

[punoxenue 2

6) porpammuoe obecnevenne —
e Onepannonnas cucrema Windows:
o [laker oducHux nporpamm Microsoft Office.

B) Mpodeccnonaaninie Hainl JaNALIX, HHPOPMAIHOHHO-CIPABOMHBIE CHCTEMBI

1. DaeKTpoHHO-OHbAHOTe M HBIE CHCTEMBIL:

1.1. [lndporoii oGpazosaremsasii pecype IPRsmart : snextponno-6ubanoTeyHas cucTeMa :
cait / OO0 Komnanns «AR Ilw Ap Memman. - Caparos. [2024]. - URL:
http://www.iprbookshop.ru. — Pemxum aoctyna: ans 3aperucTpup. noissoBatenei. - Texcr
MCKTPOHHBIH.

1.2. Obpazopatennnas naardopma IOPAMT : obpasosatensumiii pecypc. 3NeKTPOHHAA
Hubmorexa - caitt / 000 Jaexrponnoe wiaareascrso «MOPAWT». — Mocksa, [2024]. - URL:
hittps:/‘urait.ru . — PexnuM 20CTYNA: UIR 33PErHCTPHP. N0AL30BaTENCH. - TeKCT : 21eKTPOHHBIH.

1.3. basza namHsIx «Dnextporxas Oubamorexa rexsmueckoro BY3a (3BC «Koncynsranr
CTYJICHTa») © EKTPOHHO-OrOIHOTEeYHas cHcrema : cailt /| 000 «IlommTexpecype». — Mockea,
[2024]. — URL: https:/‘www studentlibrary.rw/cgi-bin‘'mb4x. — Peamm aoctyna: 114 3aperucTpup.
nojib3oBaresiei. — TeKCT : WIeKTPOHHBIN.

1.4. DBC Jlans : anexTporno-OubanoTegnas cucrema : caiit / 000 IbC «Jlanbn. — CankT-
MerepGypr. [2024]. — URL: hups/clanbook.com. — Pemum goctyna: aas 3aperdcTpHp.
noiab3osarenei. — TexeT : IMeKTPOHHbIH.

1.5. 9bC Znanium.com : 3nexTpoHHO-OHGaAROTEYRas crucTema : cainT / 000 «3HaauyM». -
Mocksa. [2024]. - URL: http:/znanium.com . — PexuM goctyna : i 3aperHCTpHp.
N101b30BaTeNeH. - TEeKCT : WIeKTPOHHIH.

2. Koncyasranrllmoc [Daexrponunii pecype|: cnpasousas npasosas cucrema. / 000
«Kouncynsrant [lmocy - Inextpos. nas. - Mockea : KoscyasrantlLmoc, [2024].

3. ¢eLIBRARY.RU: nay4nas asnextponsas OwGmworexa : caiitr  / OO0 «Hayunas
Dnextponnas bubanorexkar. — Mocksa, [2024]. — URL: hup:/elibrary.ru. — Pexum noctyna : ans
aBTOPH3. MOILIOBaTENeH. — TexeT : AneKTpoHHEI

4. Mepepanvuan rocylapcrsennas undopmanmonnas cucrema «Hanmonaannan
iexTponnas Gubianorexar» : snexTponHas Gubimorexa - cait | @I'BY PI'b. — Mocksa, [2024]. —
URL: https:/H36.pd. — Pexnm gocTynma : ans noab3oparesied wayynoi Oubamorexkw. — Texcr :
3IEKTPOHHBIH,

5. Poccriickoe obpazosanne © denepatenniii nopran /| yupeanreas LAY «OULTO». —
URL: http://www.edu.ru. — TekcT : 23eKTPOHHBIN.

6. JaexrTponnan Gudamoreunas cucrema Yal'V @ moxyae «DaexTpoHsas GubamoTexar
ABUC Mera-TTIPO / 000 «[lara Ixcnpecc». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexum
J0CTYNA : IS NoAb30BaTe el HaydHo# OHOMHOTEXH. — TEKCT © 3ICKTPOHHLIH.

/i
Wrxenep seayumit ML f Hlypesxo H0.B. 03.06.2024
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	 формирование системных представлений об управлении информационными рисками;
	 изучение методов и средств комплексной защиты информации в информационных системах коммерческих предприятий и государственных учреждений;
	 формирование практических навыков анализа защищенности информационных систем, использования встроенных возможностей ОС, MS Office, Брандмауэра Windows, Internet Explorer, а также антивирусных и криптографических средств для обеспечения безопасности ...
	 получение теоретических знаний и практических навыков при решении типовых задач по обеспечению информационной безопасности;
	 изучение проблем защиты информации, стоящих перед современной вычислительной техникой;
	 формирование навыков использования полученных знаний для правильного выбора решений при разработке криптографических, организационных, технических средств защиты информации.
	 Математика (ОПК-2; ОПК-3; ОПК-6).
	 Способен использовать современные информационные технологии и программные средства при решении профессиональных задач. (ОПК-6).
	 ответы на вопросы, предлагаемые преподавателем;
	 участие в дискуссиях;
	 выполнение проектных и иных заданий;
	 ассистирование преподавателю в проведении занятий.
	 соответствие содержания выбранной теме;
	 отсутствие в тексте отступлений от темы;
	 соблюдение структуры работы, четкость изложения и обоснованность выводов;
	 умение работать с научной литературой - вычленять проблему из контекста;
	 умение логически мыслить;
	 культуру письменной речи;
	 умение оформлять научный текст (правильное применение и оформление ссылок, составление библиографии и т.д.);
	 умение правильно понять позицию авторов, работы которых использовались при написании реферата;
	 способность верно, без искажения передать используемый авторский материал;
	 соблюдение объема работы;
	 соответствие установленным правилам оформления работы;
	 аккуратность и правильность технического выполнения работы.
	 Анализ теоретического материала;
	 Проработка лекционного материала;
	 Выполнение практических заданий (лабораторные работы);
	 Подготовка к тестированию.
	 Изучение конспекта лекции в тот же день, после лекции: 30 минут- 1 час.
	 Изучение конспекта лекции за день перед следующей лекцией: 30 минут- 1 час.
	 Изучение теоретического материала по учебнику и конспекту: 1-2 часа в неделю.
	 Подготовка к лабораторному занятию: 30 минут - 1 час.
	 Изучение дополнительных источников, в том числе, в электронной форме: 1-2 часа в неделю.
	 Всего в неделю: 1–3 часа.
	 План-конспект - это развернутый детализированный план, в котором достаточно подробные записи приводятся по тем пунктам плана, которые нуждаются в пояснении.
	 Текстуальный конспект - это воспроизведение наиболее важных положений и фактов источника.
	 Свободный конспект - это четко и кратко сформулированные (изложенные) основные положения в результате глубокого осмысливания материала. В нем могут присутствовать выписки, цитаты, тезисы; часть материала может быть представлена планом.
	 Тематический конспект - составляется на основе изучения ряда источников и дает более или менее исчерпывающий ответ по какой-то схеме (вопросу).
	 когда необходимо подробно рассмотреть практические вопросы, которые были недостаточно освещены или совсем не освещены в процессе лекции;
	 с целью оказания помощи в самостоятельной работе (написание рефератов, выполнение курсовых работ, сдача экзаменов, подготовка конференций);
	 если студенты самостоятельно изучают нормативный, справочный материал, инструкции, положения.
	 Операционная система Windows;
	 Пакет офисных программ Microsoft Office;
	 Утилита PGP.

